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Accepted: 2 April 2017 A high number of examples in today’s global industry prove that it is difficult to ensure
a certain level of quality. One possible reason is the increasing complexity of modern mecha-
tronic product systems. Interface problems due to several involved science disciplines and
the lack of understanding subsystems, which are delivered by different suppliers, make it
difficult to identify critical components and specifications of elements. Furthermore, it is
even harder to estimate the effects of elements because of their unknown dependencies and
relations. Therefore it becomes more and more improbable to develop a safe, sustainable
and high quality product right from the beginning.
In order to understand failures in complex system structures today’s engineering industries
need a generic approach that increases the understanding of systems, identifies critical com-
ponents and considers the different levels of a system. It shall examine failures that cause
system errors but also failures that limit system functions. Thus, it is necessary to model
and simulate the causally failure chains and analyse over several system levels and elements
with their dependencies. This leads to a better understanding of the whole picture of cause
and effect.
This research paper points out which requirements this new model-based approach has to
fulfill and how it is possible to link quality and reliability methods to achieve an overall
understanding and analysis of a complex system to assure high quality and sustainability.
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Introduction

The increasing complexity of modern products
is the cause of many quality problems and deficit
concerning technical reliability [1–3]. An example for
this is the vast number of recalls in the automotive
industry which should be considered [4]. Apparently,
many challenges in the industry are not solved yet,
due to the high level of their complexity. Complexity
in this context is meant as a variety of interacting el-
ements of a product. The relationships between the
elements are not only different, but also dynamic [5,
6]. Dominating the product complexity is already a
challenge due to interaction of different specialist dis-
ciplines. It is becoming more complicated and each
has its own linguistic habits, models and approach-
es [7].

To handle complexity of systems and the result-
ing quality problems and deficits concerning techni-
cal reliability, first it is necessary to understand com-
plexity [3] and this can only be understood on basis
of a holistic and transdisciplinary system model [8].
For that reason, it is necessary to develop a new in-
tegral methodology, which increases the understand-
ing of the system and the system thinking by using
a coherent image of the system and creates a com-
mon understanding within a multidisciplinary team
[8, 9]. The new methodology must contain a system
model that helps to identify and isolate complex fail-
ure chains in order to reduce failure problems and
deficits regarding quality, safety and technical relia-
bility. Such failure chains are complex, because they
show cause and effect in a system, even if different
level of the system or different kinds of element types
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are involved and interact with each other. Therefore
the new approach for complex causally determined
failure chains has to handle complex logical cause-
effect-chains along several system level and types of
elements.

The following section explains which require-
ments must be fulfilled by the new approach for
complex causally determined failure chains. For this
purpose, scientific and technical literature has been
analysed in order to compare current quality and re-
liability methods with requirements for a new ap-
proach. Based on the scientific gap the innovative
approach has been developed.

At first the new approach will be described the-
oretically in the third section of this paper. After
this, the approach will be validated, give a concrete
example and will be linked with one of the most im-
portant failure analysis methods in the scientific and
technical literature and industrial applications (sec-
tion four). Finally, it will be evaluated in the con-
clusion, when the requirements of the new approach
have been fulfilled.

Requirements for a new approach

for complex causally determined

failure chains

As mentioned above, an approach for complex
causally determined failure chains is required. In ad-
dition, it is necessary to concretise, which require-
ments this new approach has to fulfill. Therefore, the
best-known failure analysis methods from the litera-
ture were analysed in order to find out, if one of these
methods fulfill the requirements related to a model-
based integral approach. Furthermore, for a better
understanding of these methods and of causally de-
termined failure chains the term “failure” must be
clarified.

Definitions of the failure

Several definitions can be found in the relevant
literature. While in the ISO 9000 failure is defined
as a “non-fulfilment of a requirement” [10], the
ISO 26262 discribes failure as breakdown of an el-
ement in a system regarding to fulfil its appropri-
ate function [11]. Simultaneously the definition of the
ISO 26262, Pahl/Beitz [12] describes, how to create
a FTA based on negated functions. Other sources
describe a failure as component failure [13, 14]. For
a systematic analysis of failure chains, it is necessary
to use an adequate definition of “failure” and a pro-
cedure to standardize this term. Therefore, the defi-
nition that will be used here, is from Pahl/Beitz [12].

For example, a function of a data medium is defined
as “save data”; the potential failure could be de-
scribed in defining it by the negated function of the
data medium to “not save data”. The same proce-
dure can also be used for other functions, which are
involved in a causally determined failure chains.

Analysis of methods

A high brandwidth of failure analysis methods,
which are applied to increase the quality and the re-
liability of the products, already exist. In the sci-
entific and technical literature, these methods are
divided into deductive and inductive methods [15,
16]. The deductive methods start from a failure and
end by the cause of a failure, while the inductive
methods focus on the effects of a failure [11]. These
established deductive methods are for example the
Failure Tree Analysis (FTA), Ishikawa Diagram and
the Failure Mode Effects Analysis (FMEA). Induc-
tive methods include the Event Tree Analysis (ETA)
and Markov [11].

To determine and analyze complex causality fail-
ure chains, the length of a chain of causality should
not be limited by methods like FMEA [17]. The
FMEA form sheet usually includes one column for
a potential type of failure, one for a potential cause
of failures and one for the effects of a failure [18, 19].
Due to a large number of causes and effects that can
be chained together, it is not sufficient just to under-
stand the complexity of failure chains [11, 20–22].

The quantitative FTA is suitable for the analysis
of the component failure and causes by using the bi-
nary logic a systems breakdown [13, 23]. The compo-
nents are either functional or nonfunctional. A sys-
tems breakdown is not always caused by the fail-
ure of a physical component. Moreover the increasing
number of integration of functions should definitely
be considered [24]. For an impact assessment of the
overall system there is a great tendency to predict the
functions, which are not performed correctly. But not
always one component has only one function, the im-
plementation from one function can be executed by
more than a component or more than one function
may be assigned to a component [25, 26]. Approaches
like, for example, the extension from FTA including
the functional dependency [27, 28] show that recon-
sideration is necessary for the benefit of the function-
al orientation. Liggesmeyer [20] considers for apply-
ing FTA and FMEA by his modularized model the
system and system environment, though the analy-
sis to focus only on components and functions that
are not taken into account. The Bayes Network and
artificial neural networks focus on the data statisti-
cal analysis [29]. The problem with this is that large
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quantities of necessary data are not available in the
development phase of new products. For this reason,
the application of these methods is not recommended
in the development of new products [17].
In summary, it can be said that none of those

analyzed methods fulfill the requirements related to
a model-based integral method, which can make it
possible to analyze failure chains in a system if dif-
ferent levels of the system or different kind of element
types are involved [17]. The results are summarized
in Table 1.

Table 1
Characteristics of reliability methods based on [15, 29, 30].

Requirements regarding the system model

Although there is a high brandwidth of methods
for failure analysis to increase the quality and the
reliability of the products, there is no integral ap-
proach. No system model is able to show a system
with a common system awareness and the basic prin-
ciples. That is why for the generation and analysis of
complex failure chains, a system model is necessary
[17, [31].
To solve the issues that have been mentioned

above, the following requirements have to be fulfilled
by the innovative approach for complex causally de-
termined failure chains:
• The The failure analysis is based on an integral
system model,

• with the help of failure chains, it must be possi-
ble to show cause and effect in a system, even if
different levels of the system or different kinds of
element types are involved and

• It has to be possible to link the system model with
failure analysis methods.
To fulfill the requirements above, a standardized

and holistic system model with open interfaces and
a consistent image of the system is nessesary in or-
der to enable a common understanding and effective
communication in multidisciplinary teams. Further-
more, it must be possible to generate failure chains
from the system model. Based on the results of lit-

erature research and project experience by the Re-
search Group “Product Safety and Quality Engineer-
ing” the model that has been chosen is the Demand
Compliant Design (DeCoDe) (see also [32]). DeCoDe
is the basis for the new approach, which is explained
in more detail in the following sections.

Theoretical description

of a new approach for complex causally

determined failure chains

For the analysis of complex causally determined
failure chains, a standardized system model is nec-
essary, so that causally failure chains could be im-
aged and analyzed over several system levels and el-
ements with their dependencies. Hence, the genera-
tion of a system model is the first step and the start-
ing point by the development of approach. Based on
the system model causally determined failure chains
will be isolated and analyzed. The overall develop of
the approach is comprised the following five steps:
1. Definition of the problem and the system.
2. Definition of the system boundary.
3. Definition of the purpose reagarding modelling the
system.

4. Isolation and analysis of complex failure chains
that have been generated from the system mod-
el and were based on the failure description from
the first step.

5. Linking of causally determined failure chains with
failure analysis methods for the identification of
the failure cause.
The first step in the approach is to define the

problem in relation to the system, which is described
based on its elements and relations between ele-
ments. Next, the system boundary has to be defined
in order to delimit the system from its environment.
In the third step a system model has to be created.
Therefore, a standardized model will be used by be-
ing basis of data, information and knowledge. The
basic model for the system modeling is the Demand
Compliant Design (DeCoDe). This means that sys-
tem elements and interrelations of the system are
assigned to the four sights which are requirements,
functions, processes and components. Furthermore,
the interaction of the system elements within the
whole system will be considered [32]. For the linking
between system elements (requirements, functions,
processes and components) a matrix was used, also
called DeCoDe – main matrix (cf. Fig. 1). The four
sights, which are opposed to each other, are to be
linked systematically and purposefully. Each matrix
represents the dependence, interdependency and in-
teraction of the system elements.
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Fig. 1. DeCoDe-main matrix as tool for the implementa-
tion of DeCoDe [33].

It has already been proven that the reproduction
of potential failures from element to element can be
identified by using the DeCoDe model [34]. Never-
theless, causally determined failure chains were not
used before, although they already exist in the sys-
tem model. They cannot be identified and isolated.
In the fourth step, complex failure chains, generated
from the system model, will be isolated and analyzed.
The “failure description” from step one delivers in-
put for the analysis of complex causally determined
failure chains. Due to the growing complexity of tech-
nical systems, the failure chains are expected to be
arbitrarily complex [21]. In that case determinated
failure chains include more than a one-system level
and networks of different kinds of system elements
(cf. Fig. 2).

Fig. 2. Length and network of complex causally deter-
mined failure chains [17].

As seen above, the failure analysis methods that
have been found in the scientific and technical litera-
ture are divided into deductive and inductive meth-
ods. Assuming that a failure could be a cause from
other failures or effects from another failure in the
same time [35], a failure can be considered as a point
of view from that could be analysed in two directions
(cause or effect). Based on the assumption from the
complex relationships of cause and effect as a causal

chain, a failure can be seen as intermediate elements
(link) in the chain (cf. Fig. 2).
Borgeest and VDA [18, 22] defined regarding to

the FMEA, that it is a subjective opinion to diagnose
on which link in the chain is mainly focused. Indepen-
dent of the initial system failure, the new approach of
complex causality determined failure chains must be
applicable inductive as well as deductive for a com-
plete and integral analysis (cf. Fig. 3).

Fig. 3. Inductive and deductive analysis [17].

For that reason, it is necessary to integrate the
DeCoDe system model in the new approach to an-
alyze causality determined failure chains. Figure 4
shows the integration of the decode system model in
the new approach and sums up the step from one to
four.

Fig. 4. Integration of the decode system model in the new
approach.

In Fig. 4, a theoretical example of identified and
isolated failure chains, which was taken from the sys-
tem model, can be seen. The Fig. 4 shows, how fail-
ures can be tracked over various levels within differ-
ent kinds of element types. Furthermore, the relation
between system elements and hierarchy of the system
elements gives a better description of the potential
for failures and can be use for more detailed failure
analysis.
In the last step, the linking of causally determined

failure chains with failure analysis methods for the
identification of the failure cause will be linked with
the most important failure analysis methods by us-
ing the DeCoDe system model. The information and
knowledge from the system model provides input in
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the form of isolated and causally determined failure
chains for the application of the methods, for exam-
ple FTA (cf. Fig. 5).

Fig. 5. Combination of failure analysis methods with de-
code system model.

The results from the combination of failure analy-
sis methods with DeCoDe is transferred back into the
system model (cf. Fig. 5). This way, the system mod-
el is continuously updated and provides an up to date
information pool for the next method. For a better
understanding, the approach of causally determined
failure chains will be shown by using an example in
following section.

Practical application of complex

causally determined failure chains

by the example of an autonomic robot

The example is about an autonomic robot, devel-
oped by c©FH Südwestfalen in Soest. The main func-
tions of the robot are the autonomic exploration of
buildings, terrains and the autonomous generation of
maps. The five steps for developing complex causal-
ly determined failure chains that have been shown
in the previous section will be applied by using the
autonomic robot as an example.

1) Definition of the problem and the system

The following problem occurs in the test phase:
“Autonomic robot hits obstacles”. A correlation is
supposed to be between this failure and the sensoric
of the autonomic robot. The sensoric from the au-
tonomic robot must be able to gather its surround-
ing and detect obstacles. These requirements are ful-
filled by infrared sensors, which have the function
“enables obstacle detection”, or an ultrasonic sen-
sor with the function “determination of distances to

objects”. The measured values of the integrated sen-
sors must be gathered and processed by a microcon-
troller. This failure will be analyzed with the help of
DeCoDe system model and causally determined fail-
ure chains. It is expected that the failure occurs in
the autonomic roboter, for that reason the system is
defined as an autonomic roboter (cf. Fig. 6).

Fig. 6. Definition of the autonomic robot system and sys-
tem boundary.

2) Definition of the system boundary

Before modelling the system, it is necessary that
the system boundary has already been defined [32].
Surrounding factors like obstacles, weather influ-
ences, soil or light conditions are not considered at
the beginning of the modelling. However, these influ-
ences over the system will be considered in the last
step of the approach.

3) Definition of the purpose reagarding modelling the
system

The purpose reagarding modelling the system is
to generate a system model, based on failure chains
by identifying and analysing. In order to do that, the
DeCoDe system model has been chosen, as already
mentioned in section above. In this case, it is just
necessary to model three views of the system (func-
tions, processes and components) because the auto-
nomic robot system already exists and the require-
ments will not be considered at that certain time of
modelling. Due to the fact that the failure only oc-
curs in a movement process, the modelling begins
with the processes of the autonomic robot. In addi-
tion, for an integral analysis, components, which are
used by the processes and functions have been real-
ized by components, must also be taken into account.

First step of the modelling is to take information
and knowledge about the autonomic robot and en-
ter this in a structured way in the DeCoDe – main
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matrix (cf. Fig. 7). The DeCoDe – main matrix con-
sists of design structure matrices (DSM) and domain
mapping matrices (DMM). Whereas DSM depict in-
teractions between elements of the same sight (e.g.
hierarchy of the components), DMM include two
sights (e.g. components realize functions). Further-
more, all sights oft the systems and all the interac-
tions between elements can be seen in a multi domain
matrix (MDM) [37]. The system model was created
and stored by using Loomeor a software-tool suit-
able for complexity management and systems engi-
neering [36]. It basically stores information in matri-
ces and may display it in graphs, as shown below.

Fig. 7. DeCoDe applied to autonomic robot system
(Source: c©FH Südwestfalen).

Processes

The processes of the system are modeled first
in order to focus only on the relevant components.
The main process (level 0) is subdivided in several
first level processes, which are all part of the main
process. Thus, there is a hierarchical relation within
the process sight. The first level processes from the
autonomous robot are “1. Movement“, “2. Configu-
ration“, “3. Communication“ and “4. Time control“.
The first level describes use cases and operating con-
ditions that require an adapted system performance.
How these use cases are conducted is specified in the
second system level, which goes more into detail (cf.
Fig. 8).

Fig. 8. Process hierarchy; relation means “is part of”.

The DeCoDe minimatrix (top right in the pic-
ture) shows the viewing angle whereby the whole
system is currently being analyzed.

Components

Similar to the processes, the component sight
is structured hierarchically. Figure 9 clearly points
out, that the physical structure of the system “au-
tonomous robot“ consists of four level. Both main
components interact with each other, especially in
terms of information and energy transfer.

Fig. 9. Component hierarchy; relation means “is part of”.

Domain mapping matrices (DMM)

For displaying relations between elements of more
than one sight (for example processes and compo-
nents), a domain mapping matrices (DMM) is need-
ed. In Fig. 10 is shown a DMM that links elements
of two sights. It can be chosen freely, which of the
stored elements and relations should be displayed. In
Fig. 10 the hierarchies within the process sight and
the component sight are depicted, to give a better
understanding of the structure where the different
elements belong to.

Fig. 10. Domain mapping matrices as graph “Compo-
nents are used by the processes”.

The graphs give information about the structure
hierarchy of the processes and which components are
used by the processes, so that the processes can be
realized. If there is a specific problem concerning one
element, for example one process, all processes that
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are not directly relevant for this problem can be fad-
ed out. The third display of the system by using the
software-tool Loomeor is the multi domain matrix
(MDM). This matrix of the system makes it possi-
ble to visualize three different views of the system
(processes, components and functions) at the same
time. With this option cause and effect of failures in
the system can be shown. Moreover, even different
kinds of element types are involved.

Multi domain matrix (MDM)

Three views of the system (processes, compo-
nents and functions) and their cross-linkings are
shown graphically in Fig. 11 by using MDM. The pic-
ture shows that components are used by the process-
es and realize functions.

Fig. 11. Multi domain matrix as graph: Components are
used by the processes and components realize functions.

The graphic in Fig. 11 represents the basis for the
investigation regarding the isolation and analysis of
complex failure chains, which will be explained in the
next step.

4) Isolation and analysis of complex failure chains
generated from the system model and based on the
failure description from the first step

The analysis starts in the processes “1.1 Driving
around obstacle“, it is obvious that (a) failure(s) oc-
cur in this process. The software Loomeo R© makes
it possible to see a graphic representation of all De-
CoDe matrices in the MDM (cf. Fig. 11). In addi-
tion, it offers the option to use the so called “fo-
cus” function. When a single element has been se-
lected by using focus function, all the other system
elements, which are not linked with the selected ele-
ment, will be hidden. Thus, a purposeful analysis re-
garding cause and effect can be realised (cf. Fig. 12).

So the “focus” option shows a small section of
the whole system and can be used to identify inter-
dependency and interaction of a selected elements,

in this way complexity will be reduced. With this
option cause and effect of failure chains can be iden-
tified including different level of the system or differ-
ent kinds of element types (functions, processes or
components). In addition, failure chains can be iso-
lated and visualised as it is shown in Fig. 13. In this
figure you can see a potential source of failures (caus-
es), which have negative effects on the process “1.1
Driving around obstacle“(system level 2) and part of
in the main process “1. Movement” (system level 1).
The potential source failures are additionally marked
with a lightning. Furthermore, the direction of the
analysis is from effect to cause (deductive analysis).

Fig. 12. “Focus“ option in the Sotware Loomeor .

Fig. 13. Analysis of complex causally determined failure
chains in the process “1.1 Driving around obstacle“ using

option “focus”.

The FTA has been selected exemplarily as an
analysis method to link it with the DeCoDe sys-
tem model. The information and knowledge from
Fig. 13 provides input for the application of the FTA.
Therefore, the determined functions in Fig. 13 will be
negated, for example the function “Enable obstacles
detection” became “Not enable obstacles detection”.
Moreover, because of the fact that statistical data is
not available, a qualitative FTA will be executed.

5) Linking of causally determined failure chains with
failure analysis methods for the identification of the
failure cause

The basic idea of the FTA is to describe the com-
bination of events that lead to a top event by using
Boolean gates (cf. Table 2). The FTA is graphically
setup top-down from the final consequence (effect) –
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a systems or subsystems breakdown – over different
Boolean gates to basic events (causes) [23, 38].

Table 2
Fault Tree Symbols [23].

A quantitative FTA depicts a system in the so
called negative logic, so the question the FTA an-
swers is: “Which components must fail to cause a
breakdown?” In Fig. 14 a FTA will be executed ex-
emplary. For this purpose, as Pahl/ Beitz [12] has
recommended, first it is necessary to negate the func-
tions from Fig. 13. The construction of FTA is based
on the information regarding possible sources of fail-
ures from Fig. 13. The FTA starts by the Top-event

“driving around obstacle not possible” and it ends
on the failure of the components (cf. Fig. 14).

The result of using the FTA is a new compo-
nent: “Obstacle, which contains soundabsorbent ma-
terial”. The element “obstacle” has a strong influ-
ence on the function “Determine the distance to an
object” which has been fulfilled by using the com-
ponent “ultrasonic sensor”. For example, the ultra-
sonic sensor cannot exactly determine the distance,
because the ultrasonic signals are absorbed partial-
ly from the soundabsorbens material of the obsta-
cle. Even if the infrared sensor detects the obstacle,
the obstacle avoidance manoeuvre cannot be real-
ized, because the microcontroller provides incorrect
data from the ultrasonic. This potential failure was
not considered before it has been analyzed with the
FTA. This “new“ knowledge has been generated by
using the FTA and will be integrated in system mod-
el like in the approach from Fig. 5. A new require-
ment can be realized for the DeCoDe system model:
“Obstacle should not contain soundabsorbent mate-
rial”.

Fig. 14. FTA based on causally determined failure chains.
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Conclusion

The purpose of the paper is to present a new ap-
proach that creats a common understanding of sys-
tems and identifies failure chains and analyze them
over several system level and elements.
In section two of the paper requirements have

been defined which the model-based approach has to
fulfill. After that in the following section it has been
evaluated, if the new approach, that was presented
in section 3 and carried out in section 4, fulfills those
requirements:

• The failure analysis is based on an integral system
model

Because of its four sights (requirements, func-
tions, processes and components), structural
overview and systematic link between the sights,
the DeCoDe system model gives an integral and
multidimensional overview of the system. In addi-
tion, DeCoDe enables a common language for wide
range of engineering disciplines and increases the
intern understanding about the whole system.

• With the help of failure chains it has to be pos-
sible to show cause and effect in a system, even
if different level of a system or different kinds of
element types are involved

In the above mentioned example has been shown,
how failure chains with cause and effect have been
isolated and visualisated by using the option “fo-
cus” of the software Loomeor. The potential fail-
ure chains from the example included different level
of the system and system elements like functions,
processes and components (cf. Fig. 13).

• It has to be possible to link the system model with
failure analysis methods

In the last section the DeCoDe system model
was linked with the FTA method. Information and
knowledge from the system model provides input for
the application of the FTA. Furthermore, new knowl-
edge about the system has been integrated in De-
CoDe system model accordance with the approach
from Fig. 5. This procedure guarantees a continu-
al transfer of knowledge between system model and
failure analysis methods to increase reliability, qual-
ity and safety of products.
Finally, it is to mention that failure chains in

the example above were not calculated, because data
have not been available yet.
So, in order to check if the model based approach

for complex failure chains can handle not only quali-
tative but quantitative analysis, further research has
to be carried out. However, the software offers func-
tions that are necessary to weight relations between
elements, so that a quantitative analysis by using the

software could be possible to realize. Furthermore, it
is to research, if other failure analysis methods can
be combined with the complex causally determined
failure chains.

References
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[24] Gäde M., Schönemann M., Türck E., Richter T.,
Herrmann C., Spengler T., Vietor T., Syner-
gien in der ko-operativen Produktentstehung, [in:]
Zeitschrift für wirtschaft-lichen Fabrikbetrieb, (12),
2013.

[25] Riekhof F., Winzer P., Wörner L., Kulig S., Funk-
tionsorientierte Auslegung eines Linearantriebs,
[in:] 11. Fachtagung zu dem Entwurf komplexer Au-
tomatisierungssysteme (EKA), Magdeburg, 2012.

[26] Modarres M., Functional Modelling of Complex
Systems Using a GTST-MPLD Framework, [in:]

Modarres M., Poucet A. (Hrsg.): Proceeding of the
first international workshop on Functional model-
ing of complex technical systems, Ispra, Italy, May
12–14, 1993, University of Maryland, Maryland,
1996.

[27] Adler R., Domis D., Höfig K., Kemmann S.,
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