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Abstract
A new method of noise generation based on software implementation of a 7-bit LFSR based on a common
polynomial PRBS7 using microcontrollers equipped with internal ADCs and DACs and a microcontroller
noise generator structure are proposed in the paper. Two software applications implementing the method:
written in ANSI C and based on the LUT technique and written in AVR Assembler are also proposed. In
the method the ADC results are used to reseed the LFSR after its each full work cycle, what improves
randomness of generated data, which results in a greater similarity of the generated random signal to white
noise, what was confirmed by the results of experimental research. The noise generator uses only the internal
devices of the microcontroller, hence the proposed solution does not introduce hardware redundancy to the
system.
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1. Introduction
At present, to generate a random signal in mixed-signal electronic systems, random number
generators are used. In practice, pseudo-random number generators are used due to their simple
construction and easy hardware implementation. Especially, well known Linear Feedback Shift
Registers (LFSRs) [1, 2] are easily implemented in hardware [3–5] as well as in software [6–9].
LFSRs are used not only in cryptography but also in circuit testing for test-pattern generation and signature analysis, especially in built-in self-test techniques and in digital broadcasting
systems. Because LFSRs enable a very fast generation of pseudo-random sequences, they can be
applied to generating an approximation of white noise used e.g. in sound generators and in the
measurement equipment for digital transmissions.
Often the mixed-signal electronic systems are controlled by microcontrollers. Therefore, to
build the noise generators we can use microcontrollers already present in these systems, and especially their analogue peripheral devices, as it was done for self-testing of analogue parts of such
systems [10, 11] and for direct sensor-to-microcontroller interface circuits [12–16]. Thanks to
this, we avoid introducing hardware redundancy into the system. Hence, in the paper we propose
a new method of random signal generation based on software implementation of LFSR in a microcontroller equipped with internal Analog-to-Digital Converter (ADC) and Digital-to-Analog
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Converter (DAC) circuits. The ADC is used to reseed the LFSR (similarly to that presented in
the paper [9]), whereas the random signal is generated by the DAC (Fig. 1).
The method is presented on an example of an 8-bit ATXmega32A4 microcontroller [17],
which is equipped with numerous well-working measurement peripheral devices, e.g.: one 12bit 4-channel ADC and one 12-bit 2-channel DAC. The structure of LFSR is based on a common
polynomial PRBS7, e.g. used in telecommunication for testing of serial data links based on an
8b/10b data encoding scheme [18], which has the form [19]:
L(x) = x7 + x6 + 1,

(1)

where the exponents in (1) define the positions of feedback taps of the 7-bit LFSR (see Fig. 6).
Thus, the outputs from stages 7 and 6 are modulo-2 added and fed back to the input of the first
stage of the register to obtain a 27 − 1 = 127 long sequence.
2. Operating principles
In Fig. 1 we can see the hardware structure of the random signal generator, consisting only
of a microcontroller, what is an advantage of the proposed approach. The ADC of the microcontroller serves as the source of entropy that provides real random values used as the reseeding
value of the LFSR. The ADC samples the voltage at floating pins ADC0, ldots, ADCn, thus it
measures noise; more precisely – interferences induced on these pins by inter alia working digital blocks of the microcontroller. We use a low voltage reference source with a simple structure
(a 1 V internal voltage reference [17] stabilized form a supply voltage Vcc = 3.3 V) to increase
the measurement sensitivity of the ADC, which increases the susceptibility of the ADC to noise,
what is generally not recommended, but in our case is preferred. As the reseeding value of the
7-bit LFSR (we base on a polynomial PRBS7) seven lower bits of the 12-bit ADC result are
taken. The actual random data from the ADC are used to reseed the LFSR after its each full work
cycle consisting of 127 steps.

Fig. 1. The hardware structure of the random signal generator based on a microcontroller
equipped with internal ADC and DAC circuits.

This solution results from hardware limitations of peripheral devices of an ATXmega32A4
microcontroller [17]. The minimum conversion time for 12-bit resolution of the ADC takes
14 µ s, whereas the maximum conversion rate of the DAC is equal to 1 million samples per
second. Therefore, the minimum DAC conversion time (1 µ s) is at least 14 times less than that
of the ADC (we also have to take into account the time needed for servicing the ADC by the
software).
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Because the DAC works at the maximum speed to generate the best possible approximation
of white noise, the 7-bit LFSR cycle takes 127 µ s. Thus, the ADC has enough time to measure a
new reseed value.
3. Entropy source
As it was mentioned, the ADC is used to generate the actual random data by sampling floating
pins ADC0, .. ADCn, i.e. essentially by measuring noise.
However, we should remember that there is a risk that for more random data they can become
predictable, that is they can degrade to pseudo-random data if not enough entropy is available.
It was tested experimentally. A set of 1024 voltage values sampled every 127 µ s with 12bit resolution at the floating ADC1 input were measured by the ADC (with the internal 1 V
reference and the signed-ended positive input channel mode) of the microcontroller and next
sent via the UART interface (via the UART/USB converter module) to the personal computer
(PC). The results are drawn for full 12-bit resolution in Fig. 2a and Fig. 3a, for 7 least significant
a)

b)

c)

Fig. 2. ADC measurement results: a) for 12-bit resolution; b) for 7 LSBs; c) for 4 LSBs of the measurement results.
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bits (LSBs) in Fig. 2b and Fig. 3b, and also for 4 LSBs of the measurement results in Fig. 2c and
Fig. 3c.
a)

b)

c)

Fig. 3. Spectra for ADC measurement results: a) for 12-bit resolution; b) for 7 LSBs;
c) for 4 LSBs of the measurement results.

Histograms of these results are presented in Fig. 4. It is seen in Fig. 2, Fig. 3 and Fig. 4
that the measurement data have a specific distribution depending on the operating conditions and
configuration of a given system during measurements. In other words, it is the distribution of
interferences at a chosen pin coming from inter alia digital blocks of the microcontroller – e.g.
a system clock and a core microprocessor – working during measurements. Thus, we can say
that they statistically characterize the actual status of the system. This is especially visible for the
12-bit resolution of the ADC (Fig. 2a, Fig. 3a and Fig. 4a). However, it is seen that distributions
for 7 LSBs of the measurement results (Fig. 4b), and especially for 4 LSBs of the measurement
results (Fig. 4c) are approaching the distribution of white noise.
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a)

b)

c)

Fig. 4. Histograms for ADC measurement results: a) for 12-bit resolution; b) for 7 LSBs;
c) for 4 LSBs of the measurement results.

For the proposed application of noise generator the reading of 7 LSBs of the result was
chosen, because it is simple (only the 8-bit ADC result low register ADCA_CH0RESL [17] is
read and the most significant byte (MSB) of this result is cleared) and takes less than 1 µ s,
what is very important. It follows from the fact that the reseeding should take exactly 1 µ s – the
converting time of a single DAC sample, to not distort the generated waveform (harmonics with
an amplitude greater than the others do not enter). It should be mentioned that such randomness
is sufficient to generate an approximation of white noise.
However, for the needs of cryptography 4 LSBs of n independent measurement results should
be used to create, more precisely, to assemble the seed, where n = the size of the seed in bits / 4,
what guarantees true randomness.
4. Software implementation
To fully utilize the capabilities of the DAC, it has to generate a new voltage value at the
DAC0 pin every 1 µ s. Hence, calculating a new value of the LFSR and writing it to the DAC data
register should take less than 1 µ s. Because the microcontroller works with a 16 MHz oscillator
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(tclk = 0.625 µ s), these operations must fit in the period taken by 16 instruction cycles of the core
microprocessor of the microcontroller. This challenge was solved and presented below.
Two new solutions of software applications of the noise generator based on a 7-bit LFSR
and a polynomial PRBS7 are proposed in the paper. The first one is based on the look-up-table
technique (LUT) and is written in ANSI C, whereas the second one is written in AVR Assembler
[17] and operates in accordance with the principle of operation of LFSR.
4.1. ANSI C application based on LUT technique
To simplify the algorithm of application written in ANSI C [20] and based on the LUT
technique, whose flowchart is shown in Fig. 5, a table v_table of uint8_t variables keeps two
copies of the set of all 127 7-bit values generated based on the polynomial PRBS7. Thus, it has
a double size – but only 2 · 127 bytes. Additionally, an index i and a variable end_i are declared
as register variables. Also, incrementing and resetting MSB of i are written in AVR Assembler.

Fig. 5. A flowchart of the algorithm of the PRSB7 function
based on the LUT technique.
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A variable j determines the number of repetitions of the full 127 µ s cycle, i.e. the duration
of the generated waveform.
The algorithm consists of two loops:
– The external loop is responsible for starting the ADC conversion (the 12-bit result is right
justified), incrementing the variable j and checking whether the signal generation should
be terminated ( j < J), and for reseeding the index i (writing the 7-bit ADC measurement
result to i and updating the variable end_i so that the internal loop should be executed
I − 1 = 127 times). The execution of the code that supports this loop takes 16 instruction
cycles.
– The internal loop also takes 16 instruction cycles. 12 cycles are used to start the DAC
conversion by writing to the DAC data register high DACB_CH0DATAH [17] a value from
v_table indicated by index i, incrementing i and checking whether the full 127 µ s cycle
is finished. A 4 tclk delay is added to ensure that the software triggers the DAC conversion
every 1 µ s.
4.2. Assembler code implementing LFSR
The idea of the second proposed application written in AVR Assembler [21, 22] is based on
the principle of operation of a 7-bit LFSR based on a polynomial PRBS7 (1). Hence, a 7-bit
LFSR is implemented in an 8-bit register called LFSR_reg (Fig. 6) (an r16 register was chosen).

Fig. 6. Implementation of an LFSR based on a PRBS7 in an 8-bit register.

The algorithm of the assembler application is divided into fifth parts (Fig. 7):
– The first – initialisation – part executed only once is responsible for entering the initial values into i, j and LFSR_reg register variables and for the first start of the ADC conversion.
– The second part contains instructions that execute: storing a value from LFSR_reg in a
temporary register LFSR_temp_reg, shifting left the contents of LFSR_reg and starting the
DAC conversion by entering the contents of LFSR_reg to the register DACB_CH0DATAH,
decrementing i and testing whether it is equal to 0, what means that the full 127 µ s cycle is
finished. The contents of LFSR_reg is shifted for two reasons. The first one follows from
the fact that we care about using the full voltage range of the DAC, that is 3.3 V (the 12-bit
result is left justified). The second one – it is the first operation executed according to the
formula (1).
– In the third part the remaining operations of the formula (1) are executed.
– In the fourth part two functions are performed. The first one is updating the seed (the
ADC_reg variable) and the second one is executing by software a 7 tclk delay to synchronize
it with the DAC conversion.
681

Z. Czaja, M. Kowalewski: A RANDOM SIGNAL GENERATION METHOD FOR MICROCONTROLLERS . . .

Fig. 7. A flowchart of the algorithm of the PRSB7 function written in AVR Assembler.
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– The last (fifth) part is responsible for the control of the duration of the generated waveform
(testing the j variable), for reseeding the LFSR_reg and starting the next ADC conversion.
In this case the algorithm is also composed of two loops. The internal one consists of the second,
third and fourth parts of the algorithm and the external one is assembled from the second and
fifth parts. Execution of both loops takes precisely 16 tclk .
5. Experimental results and discussion
In this chapter the results of experimental research of the proposed noise generator methods
are presented. A picture of the laboratory stand is shown in Fig. 8. The system consists of a
microcontroller XMEGA A4 board (ATXmega32A4 working with a 16 MHz crystal oscillator
and a supply voltage VCC = 3.3 V), an Agilent U2531A Data Acquisition Board used to sample
noise at the DAC output, a digital oscilloscope Agilent MSO-X 3014A used to view the random
signal timing and a PC used to control the system and analyse the measurement data.

Fig. 8. A scheme of the laboratory stand.

The measurements were carried out for three methods of generating a white noise approximation based on a 7-bit LFSR and a polynomial PRBS7. The first method was used to generate
a reference random signal. In this case the random signal was generated with a constant initial
value (the constant value of the seed of the LFSR), as it is shown in Fig. 9. In relation to it, the
proposed solutions of noise generation are compared and evaluated. The second method uses the
ANSI C application based on the LUT technique, and the third one – the application written in
AVR Assembler; both are based on the reseeding initial value (Fig. 10).
For each case the random signal was N = 20000 times sampled by the U2531A board [23]
with 14-bit ADC resolution at a sampling frequency fs = 2 MHz, an acquisition time 10 ms
and a voltage reference Vre f = 5 V. Next, the set of measurement data vN = {vn }n=0,...,N−1 was
sent to the PC. The relative amplitude of an individual component Vk of the spectrum V K =
{Vk }k=0,...,N−1 of the generated random signal was calculated from (2):
(
)
−i·2·π ·k·n
2 N−1
.
(2)
Vk = 20 · log10
· ∑ vn · e N
N n=0
The determined spectra of the white noise approximations for three generation methods are
drawn in Fig. 11, Fig. 12 and Fig. 13, respectively.
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Fig. 9. The white noise approximation timing generated at the DAC output of an ATXmega32A4 microcontroller for a polynomial PRBS7 with a constant initial value.

Fig. 10. The white noise approximation timing generated at the DAC output of an ATXmega32A4 microcontroller for a polynomial PRBS7 based on the reseeding initial value.

As it is shown in Fig. 9, the white noise approximation signal for a constant initial value of
the LFSR has the character of a periodic signal. For this reason its spectrum differs significantly
from the spectrum of white noise, as it is presented in Fig. 11. Among others, we can distinguish
several large peaks in this spectrum.
The experimental research shows that thanks to using the reseeding of the LFSR our microcontroller noise generator generates a signal that is more similar to white noise than the one
obtained in the case of a constant initial value, as shown in Fig. 12 and Fig. 13.
Comparing the spectra shown in Fig. 12 and in Fig. 13 it is seen that the second one is more
similar to a white noise spectrum. Greater deviations from the white noise spectrum appearing
on the graph in Fig. 12 result from an occasional slight lack of synchronization of the external
loop software (Fig. 5) with the work of the DAC. The execution times of the external and internal
loops (Fig. 5) of the application written in ANSI C were exactly determined based on the code
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Fig. 11. The spectrum of a signal generated for a constant value of a seed of LFSR for a polynomial
PRBS7.

Fig. 12. The spectrum of a signal generated for reseed values of LFSR using the application written
in ANSI C and based on the LUT technique.

Fig. 13. The spectrum of a signal generated for reseed values of LFSR using the application written
in AVR Assembler.

in the LSS file [20]. However, it is not possible to fully control the low-level behaviour of the
code execution of a high level language until the end. For this reason the application in AVR
Assembler was written.
Summarizing, the application written in ANSI C and based on the LUT technique is very
simple and easy to implement in comparison with the application written in AVR Assembler.
However, the second method enables to generate a better white noise approximation signal.
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6. Conclusions
A new method of random signal generation based on software implementation of LFSRs for
microcontrollers with internal ADCs and DACs and a microcontroller noise generator structure
are proposed in the paper. Two software applications implementing the method are also proposed:
written in ANSI C and based on the LUT technique and written in AVR Assembler. The proposed
solution has the following features:
– the LFSR is based on a common polynomial PRBS7;
– the ADC result is used to reseed the LFSR after its each full work cycle, what improves
randomness of generated data, which results in a greater similarity of the generated random
signal to white noise;
– the random signal is generated by the DAC with its maximum conversion rate (1 MS/s);
– calculating a new value of the LFSR and writing it to the DAC data register takes only 16
instruction cycles of the core microprocessor of the microcontroller, which corresponds to
1 µ s. This is one of significant advantages of the proposed method.
It should be emphasized that this has been attained without introducing hardware redundancy to
the system, because we have employed only the internal devices of the microcontroller.
Further research in the field of random signal generation will be focused on increasing the
degree of signal randomness through the use of several ADC channels and differentiation of the
type of signal generated (not only white noise, but also red, pink, blue and violet ones).
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