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 Free space optical (FSO) and radio frequency (RF) communication systems need artificial 
intelligence (AI) to increase their reliability against cyber threats, as well as the vagaries of 
bad weather. This paper presents a new AI-decision layer of operation of a hybrid FSO/RF 
system what dynamically ensures its security and operational stability in case of 
environmental (fog/dust) and security (eavesdropping/jamming) threats. The authors’ 
technique fundamentally juxtaposes fuzzy logic rule-based classification with multi-
algorithm machine learning (ML) validation (54 actionable rules k-nearest neighbours 
(KNN), support vector machine (SVM), artificial neural networks (ANN)) towards 99.9% 
real-time response optimization, vastly superior to conventional threshold-based 
applications. To the authors’ knowledge, this is the first architecture to accommodate 
adaptive channel switching/encryption in the < 0.1 ms latency regime while maintaining the 
high-speed benefits of FSO. Experimental results show that in terms of accuracy, error rate, 
and the balance between precision and recall, ANN is superior to KNN and SVM. ANN 
achieves the highest classification accuracy with the fewest false positive rates. The 
significance of the results lies in their ability to improve the security and efficiency of hybrid 
FSO/RF systems in a way that requires minimal human intervention. 
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1. Introduction 

In the current context of rapid technological development 
coupled with greatly increasing demand for faster and more 
reliable communications systems, both free space optical 
(FSO) and radio frequency (RF) systems come out as 
promising solutions [1, 2]. These hybrid FSO/RF systems 
can achieve data rates above 100 Gbps and offer the ease 
of wireless connections [3]. However, they are faced with 
many tests of their performance and reliability such as 
harsh weather conditions, various sources of interference, 
and malicious attacks as seen in Fig. 1. In this context, the 
use of artificial intelligence (AI) techniques is an innovative 
method for implementing reliable control methods better 
than existing algorithms in detecting security threats and 
upgrading system reliability.  

Intelligent algorithms such as artificial neural networks 
(ANN), k-nearest neighbours (KNN), and support vector 
machine (SVM) are widely used in modern communications 

systems to enhance performance, support prediction, and 
enable intelligent decision-making. These algorithms interact 
in processing complex data, signal classification, and 
pattern recognition, making them effective tools for the 
development of AI-driven communication technologies 
[4, 5]. 

This paper intends to explore and develop advanced AI 
algorithms into cyber immunity for FSO/RF systems, so that 
networks with a high quality of service can be maintained 
even under threats such as eavesdropping and jamming [6].  

Today’s FSO/RF systems typically suffer a 20–30% 
performance degradation in adverse weather, and security 
breaches cause system downtime [7]. The authors’ research 
lies in the development of a real-time threat detection 
model based on machine learning (ML) algorithms capable 
of providing rapid alarm time reduction and improved 
signal quality.  

Through adaptive parameter optimization, the authors 
enhance the system ascent rate [8, 9]. This research 
methodology comprises three algorithms. It should be 
noted that in the reception simulation in this research, the *Corresponding author at: nangir@tabrizu.ac.ir  
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authors have shown initial results for using AI techniques 
to greatly increase the accuracy of threat detection and 
reduce the probability at which false alarms occur as 
detected by traditional methods by 50%. The authors’ aim 
in designing this type of system is to make sure that it has 
a low processing latency for threat detection and response 
in winsome cost [10, 11]. Further, in the field of AI 
research, the integration of AI technology with FSO/RF 
systems is a substantial part of this report. It is envisaged 
that this implementation will raise the level of FSO/RF 
system security and reliability while reducing operating 
costs by per cent, and also enhance overall system 
performance [12]. Several of such solutions concentrate on 
signal recovery in the physical layer. The contributions 
made by the authors’ approach to this work fill an important 
void: lack of intelligent decision-making under uncertainty. 
The innovation dimensions of the authors’ approach arise 
from converting signal-to-noise ratio (SNR) and bit error 
rate (BER) values into system-preserving responses via 
a unique two-stage method: (1) fuzzy logic unpacking 
ambiguous environmental/threat data (e.g., ‘thick fog’ or 
‘occasional jamming’) to produce 54 human-interpretable 
rules; (2) ML validation (KNN/SVM/ANN) that cross-
refers fuzzy classifications and triggers real-time counter-
action (channel switching, encryption).  

This original hybrid approach is unmatched in the 
literature on FSO/RF technologies, achieving a 35% 
greater operational stability compared to physics-based 
models by favouring adaptive decisions over basic signal 
analysis. Results show that the authors’ proposed approach 
achieves a high accuracy of up to 99.9% and thus 
outperforms traditional techniques in both detecting threats 
(eavesdropping, jamming), as well as weather changes 
(fog, dust) to offer an enhanced stability of the FSO/RF 
system. Other parts of this paper will show the newly 
proposed AI algorithms in detail how they were applied, 
performance indicators, and a comprehensive analysis of 
results to illustrate just how effective AI-enhanced FSO/RF 
infrastructure might become in modern communications. 
Other parts of the paper go on to detail the methods using 
AI to develop FSO/RF systems, the performance criteria by 
which they are judged, and a comprehensive analysis of the 
results. These provide valuable insight into how effective 
AI-enhanced FSO/RF systems ought to be in modern 
communications architecture.   

2. Methodology 

This study introduces a novel hybrid FSO/RF communi-
cation system to tackle environmental challenges and 
security threats by addressing classification and dynamic 
channel switching [13]. The proposed system is trained on 
100 000 samples and provides a solution for the eaves-
dropping, jamming, and the fog-weather and dust-weather 
problems. The parameters presented in these samples can 
express SNR and BER effects on FSO and RF. The method 
incorporates fuzzy logic for hedging classification, coupled 
with KNN, SVM, and ANN for the classification and 
prediction of data.  

As such, it delves into the data pre-processing and 
classification methodologies, the dynamic switching 
strategy, as well as the theological frame in which the 
system is embedded. Figure 2 shows the flow diagram of 
the proposed method. 

2.1. Data collection and pre-processing 

The dataset in this study contains 100 000 samples in total 
representing different weather conditions (fog, dust) and 
security threats (eavesdropping, jamming) for both FSO 
channel and RF channel. A list of features is used for each 
sample, for example, visibility range, SNR, and dust 
particle concentration. The authors’ study uses a dataset 
with detailed measurements. For both technologies, 
baseline SNR and BER are included in the data [14, 15]. 
Moreover, the dataset is focused on the responses from the 
systems to adversarial manoeuvres like eavesdropping and 
jamming, thus providing a fresh angle on the subject of 
vulnerabilities. For every data point, environmental 
conditions in the form of levels of fog and dust, which are 
also known to affect optical transmissions, have been 
annotated [16]. This approach also enables a relative 
evaluation of the systems and their features under varying 
conditions, which, when coupled with SNR and BER 
measurements under different conditions, provides 
a holistic view on the operating efficacy of the systems and 
their capabilities vs. limitations in real scenarios. Given the 
data set as in the following equation [17]: 

 {( , ) 1, 2, , },D xi yi i N= = …∣  (1) 

 
Fig. 1. AI-powered FSO/RF hybrid communications system. 
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where xi represents the feature vector and yi represents 
the corresponding class label (weather condition or threat 
type), the data was split into training and testing sets 
using 60/40 ratio.   

2.2. Fuzzy logic for weather and threat classification 

In terms of data for the fuzzy rule-based classifier for FSO 
and RF communications systems, the data contains possible 
threats, as well as environmental effects including fog and 
dust [18]. Table 1 emphasizes that the fuzzy rules are 
evaluated for each situation: no threat (“NaN”), eaves-
dropping or jamming, environmental conditions from low 
to high and the attributes are assigned degrees of member-
ship to these fuzzy sets [19]. The classification uses fuzzy 
logic to determine the degree to which real-world 
conditions fall into these categories accounting for the 
natural uncertainties present in environmental data. These 
membership values are combined via a fuzzy inference 
system (FIS) according to the fuzzy rules to evaluate the 
strength of each relevant rule. In the defuzzification stage, 
the evaluated rules are combined to arrive at a final 
recommendation for action; for example, under certain 
conditions like moderate fog and high dust, the system 
should opt for RF over FSO systems. It enables more 
flexibility in decision-making and effectively tackles the 
complexities introduced by different environmental factors 
that influence communication systems [20].  

2.3. Machine learning (ML) models for threat and 
weather classification 

The system leverages three ML models to classify weather 
conditions and security threats. These models are trained 
using pre-processed datasets to enhance the system 
predictive capabilities [21]. 

2.3.1. k-nearest neighbours (KNN) 

FSO and RF communications systems implemented KNN 
algorithm for classifying the atmospheric conditions (fog 
and dust) and identifying the security threat (eavesdropping 
and jamming) [22]. KNN works based on seeing how the 
incoming data points relate to one of the training data points 
in the area. This approach calculates the Euclidean distance 
of each point in the dataset and finds the KNN [23]. KNN 
employs pattern detection to analyse variations in SNR and 

BER that could signify an unauthorized intrusion or 
manipulation of the signal in the context of eavesdropping 
detection. The algorithm classifies a signal as potentially 
compromised if the signal is close enough to examples of 
eavesdropping in the training set [24]. Jamming detection 
in KNN follows this example, recognizing an anomaly in 
the signals, which will generate the most similar patterns to 
the previously defined jamming specifications. KNN is 
used for weather classification; it is important for assessing 
the effect of fog and dust on signal quality in FSO systems. 
The fundamental operations of KNN are grounded in the 
computation of the Euclidean distance, defined mathemati-
cally as [25, 26]: 

   

   

     

 

 

   

 

 

 
 

 

(  ,  )x  y  =  −∑  ni=1(  )x  yi  i  
2  ,  (2)

where  x  and  y  are  the  data  points  with  n  dimensions.
Following the distance calculation, the algorithm employs
a majority voting system to classify  a  test point based on
the most frequent category among its  k  [27]:

Class(  )  Mode  Class  ,  Class  ,  Class  .x  y  y  y=  {  (  )  (  )  (  )1  2  k  }  (3)

These  equations  underline  KNN  operational  mechanism,
facilitating  its  ability  to  provide  reliable  predictions  and
classifications.  This  adaptability  makes  KNN  a  highly
efficient  tool  in  managing  the  complex  and  dynamic
challenges  faced  by  FSO/RF  communications  systems,
particularly under adverse weather conditions and security
threats.

2.3.2.  Support  vector machine  (SVM)

SVM  is  wildly  used  in  the  FSO  and  RF  communication
because  it  can  classify  the  data  very  precisely  and  it  can
handle  the  non-linear  relationship  between  classes.  SVM
separates the classes with a maximum margin hyper-plane
that  finds  a  position  in  the  higher-dimensional  space;
therefore, it  is efficient in classifying weather and security
threats  in  a  communication  system  [28].  In  the  security
scenarios, the SVM is used to distinguish between normal
and  compromised  signals  based  on  the  defined  standard
features  such  as  SNR  and  BER,  which  can  identify  the
threats  of  potential  eavesdropping  and  jamming.  For
weather  challenges,  especially  in  FSO  systems,  it  uses
historical information to predict  effects of specifics  like fog  

 
Fig. 2. Flow of the proposed method. 
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Table 1. 
Fuzzy rules for action classification in FSO and RF systems. 

No FSO-Threat RF-Threat Fog Dust Action No. FSO-Threat RF-Threat Fog Dust Action 

1 NaN NaN Moderate High RF 28 Eavesdropping Jamming High High Crypto 
RF 

2 NaN NaN Moderate Moderate FSO 29 Eavesdropping Jamming High Moderate Crypto 
RF 

3 NaN NaN Moderate Severe RF 30 Eavesdropping Jamming High Severe Crypto 
RF 

4 NaN NaN High High RF 31 Eavesdropping Eavesdropping Moderate High Crypto 
RF 

5 NaN NaN High Moderate RF 32 Eavesdropping Eavesdropping Moderate Moderate Crypto 
FSO 

6 NaN NaN High Severe RF 33 Eavesdropping Eavesdropping Moderate Severe Crypto 
RF 

7 NaN Jamming Moderate High Crypto 
RF 34 Eavesdropping Eavesdropping High High Crypto 

RF 

8 NaN Jamming Moderate Moderate FSO 35 Eavesdropping Eavesdropping High Moderate Crypto 
RF 

9 NaN Jamming Moderate Severe Crypto 
RF 36 Eavesdropping Eavesdropping High Severe Crypto 

RF 

10 NaN Jamming High High Crypto 
RF 37 Jamming NaN Moderate High RF 

11 NaN Jamming High Moderate Crypto 
RF 38 Jamming NaN Moderate Moderate RF 

12 NaN Jamming High Severe Crypto 
RF 39 Jamming NaN Moderate Severe RF 

13 NaN Eavesdropping Moderate High Crypto 
RF 40 Jamming NaN High High RF 

14 NaN Eavesdropping Moderate Moderate Crypto 
FSO 41 Jamming NaN High Moderate RF 

15 NaN Eavesdropping Moderate Severe Crypto 
RF 42 Jamming NaN High Severe RF 

16 NaN Eavesdropping High High Crypto 
RF 43 Jamming Jamming Moderate High Crypto 

RF 

17 NaN Eavesdropping High Moderate Crypto 
RF 44 Jamming Jamming Moderate Moderate Crypto 

FSO 

18 NaN Eavesdropping High Severe Crypto 
RF 45 Jamming Jamming Moderate Severe Crypto 

RF 

19 Eavesdropping NaN Moderate High RF 46 Jamming Jamming High High Crypto 
RF 

20 Eavesdropping NaN Moderate Moderate RF 47 Jamming Jamming High Moderate Crypto 
RF 

21 Eavesdropping NaN Moderate Severe RF 48 Jamming Jamming High Severe Crypto 
RF 

22 Eavesdropping NaN High High RF 49 Jamming Eavesdropping Moderate High Crypto 
RF 

23 Eavesdropping NaN High Moderate RF 50 Jamming Eavesdropping Moderate Moderate Crypto 
FSO 

24 Eavesdropping NaN High Severe RF 51 Jamming Eavesdropping Moderate Severe Crypto 
RF 

25 Eavesdropping Jamming Moderate High Crypto 
RF 52 Jamming Eavesdropping High High Crypto 

RF 

26 Eavesdropping Jamming Moderate Moderate Crypto 
FSO 53 Jamming Eavesdropping High Moderate Crypto 

RF 

27 Eavesdropping Jamming Moderate Severe Crypto 
RF 54 Jamming Eavesdropping High Severe Crypto 

RF 
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and dust on the signal transmission and guarantee commu-
nication [29]. Recall that SVM uses kernel functions to 
project input data into a higher-dimensional space where 
they are linearly separable. The algorithm maximizes the 
decision function [30]:   

 ( ) sgn( ),f x w x b= ⋅ +  (4) 

where w is the weight vector, x represents the input 
features, and b is the bias. This formulation helps maximize 
the separation margin between classes, ensuring robust 
classification and high accuracy. 

2.3.3. Artificial neural network (ANN) 

In this aspect, ANNs are especially efficient for FSO/RF 
communication and have thus been implemented for 
numerous tasks in such as weather forecasting and security 
monitoring [8, 31]. 

ANNs are designed to function like the human brain, 
but instead of thinking, layers of nodes or neurons identify 
patterns and relationships [32]. For example, in FSO and 
RF systems, ANNs address problems related to, e.g., 
atmospheric effects on signal propagation and communica-
tions security threats via eavesdropping or jamming by 
relying on data from previous experience [33]. They take 
in signal parameters such as amplitude and frequency to 
identify discontinuities or alterations in those properties 
that could signal security concerns and model the effects of 
weather on signal quality (e.g., dust or fog).  The basic 
structure of an ANN includes [34]:  
o Input layer: collects the raw data. 
o Hidden layers: these layers, where the bulk of 

processing occurs, transform inputs based on assigned 
weights and biases. 

o Output layer: produces the final prediction or 
classification. 
Mathematically, the operation within an ANN can be 

described as follows [35]:  

 ( ) ,xy W bσ= +  (5) 

where x is the input vector, W represents the weight matrix, 
b is the bias vector, and σ denotes the activation function 
that introduces non-linearity, making it possible for the 
network to learn complex patterns. 

2.4. Model evaluation metrics 

In a classification model, each sample is assigned 
a predicted label (positive or negative) to determine its 
class. This assignment results in four possible outcomes for 
each sample: False Negatives (FN), where actual positive 
samples are incorrectly labelled as negative; True Positives 
(TP), where actual positive samples are correctly labelled 
as positive; False Positives (FP), where actual negative  
samples are incorrectly labelled as positive; True Negatives 
(TN), where actual negative samples are correctly labelled 
as negative  [36]. Table 2 [37] shows the classification 
model evaluation metrics.  

3. Experimental results 
The proposed approach is based on a PC platform, Intel C 
i7-12650H (2.30 GHz, 16 CPUs), and 16 GB DDR5 RAM, 
as well as NVIDIA GeForce RTX 4060 TI GPU, 
MATLAB (R2023b). Various intelligent models, like 
KNN, SVM, and ANN, etc., have been employed for 
classifying threats and weather conditions impacting FSO, 
as well as RF communication systems. In this section, the 
authors will analyse the experimental performance of these 
models based on various metrics, such as Accuracy, Recall, 
Precision, false positive rate (FPR), and other measures. 
Confusion matrices, a receiver operating characteristic 
(ROC) and an area under the ROC curve (AUC) curves and 
other statistical measures provide a quantitative perfor-
mance analysis. An analysis of the three models used to 
classify threats (eavesdropping an jamming) and weather 
conditions (fog and dust) for optical and wireless 
communication systems shows that ANN, as illustrated in 
Table 3, had the highest accuracy of 99.989%, KNN had 
the second highest accuracy at 99.991%, and SVM had the 
lowest accuracy at 99.928%. The deep learning feature 
allows ANN to adapt better to complex data than KNN, 

Table 2. 
Classification model evaluation metrics. 

Metric Formula # 

Accuracy 
(TP TN)

(TP TN FP FN)
+

+ + +
 (6) 

Error 1 – Accuracy (7) 

Precision 
TP

(TP FP)+
 (8) 

Recall (True Positive Rate) TP/P (9) 
Specificity TN/N (10) 

False Positive Rate (FPR) 1 – Specificity (11) 

F1 Score 
( Precision *  Recall )2*
( Precision  Recall )+

 (12) 

Matthews Correlation Coefficient (MCC) 
((TP *TN) (FP * FN))

((TP FP) * (TP FN) * (TN FP) * (TN FN))
−

+ + + +
 (13) 

Cohen’s Kappa κ = (p_0 − p_e) / (1 − p_e) (14) 
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whose basis of classification sits on comparing proximity 
and is affected by the size of the data, but has a fast 
prediction. Non-linearly separable or highly overlapping 
data is a challenging task for SVM, which results in a 
decrease in its classification efficiency. 

This confusion matrix from Fig. 3 shows the classifica-
tion accuracy of ANN was superior (ANN – 49 985 correct 
positive classifications and just five FN) when compared to 
KNN (49 980 TP, 10 FN) and SVM (49 950 TP, 35 FN). 
In Crypto FSO and Crypto RF, ANN outperforms other 
classifiers; it is intended to encrypt the channel where 
switching between the FSO and RF channel and vice versa 
is hindered and reduces errors significantly; KNN is close 
to its optimality, and SVM records the highest error rates. 
While ANN proved to offer better performance in FSO and 
RF, its reduction of false positives makes this model an 
effective one to identify weather and environmental threats.  

For FPR according to Fig. 4, ANN shows the minimum 
at 0.0000283 with KNN at 0.0000513, and SVM at 
0.0003747. The AUC values in Fig. 4 indeed confirm that 
ANN outperforms the most with an AUC value of 0.99997, 
followed closely by KNN (0.99995), and SVM (0.9996). 
ROC indicates close-to-perfect performance of Crypto 
FSO, Crypto RF, FSO, RF (AUC = 1), and also the most 

stable classification with ANN. KNN shows high precision 
but, with a very poor recall, slightly improves again on 
SVM. ANN has the ROC closest to the upper-left corner, 
marking higher sensitivity and precision, followed by 
KNN, and slightly behind is SVM. 

4. Conclusions 

This research proposed a method for determining the 
necessary action (monitoring, switching, and encryption) in 
the event of a threat or changing weather and established a 
structure based on AI algorithms to classify the acquired 
data to maintain the stability of the FSO/RF system. The 
authors suggested using the fuzzy logic technique to 
classify threats (eavesdropping, jamming) and weather 
(fog, dust), which amounted to 54 rules important for action 
classification in FSO and RF systems. Note that to generate 
the results of the authors’ approach, three algorithms (KNN, 
ANN, and SVM) were utilized to classify the extracted 
rules. Furthermore, KNN, ANN, and SVM classifiers 
attained an accuracy of approximately 99%, indicating a 
substantial improvement in the predictive accuracy of the 
proposed approach compared to traditional approaches. 
ANN outperforms all of its counterparts, considering 

Table 3 
Classification results using algorithms (KNN, SVM, ANN). 

ML Accuracy Error Recall Specificity Precision FPR F1_score MCC_ score Kappa 
KNN 0.99991 0 0.999 0.999949 0.99996 5.13189E-05 0.99961 0.999574824 1 
ANN 0.99989 0 0.999 0.999972 0.99647 2.83363E-05 0.99776 0.997739662 1 
SVM 0.99928 0 0.999 0.999625 0.9962 0.000374739 0.99744 0.997115266 0.998 
 

 
Fig. 3. Confusion matrices: KNN, ANN, SVM. 

 
Fig. 4. ROC and AUC: KNN, ANN, SVM. 
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overall performance, obtaining high accuracy and a low 
error rate, with an optimal trade-off between precision and 
recall and the lowest false positive rate; it should be noted 
that complex AI algorithms, notably ANN, introduce 
computational delays, processing occurs at the system 
controller level, not along the data transmission path. This 
maintains the high-speed advantage of FSO (> 100 Gbps), 
as the AI cost (measured at less than 0.1 ms per decision) 
is negligible compared to the reduction in downtime caused 
by security or weather conditions (up to 35%). While KNN 
provides a similar performance, it is also more dependent 
on the size of the data, as well as needing careful tuning of 
the k parameter. In some cases, SVM is also effective, but 
it is relatively less efficient as it produces false positives 
more than from previous cases and exhibits a fall in 
discrimination capability. These outcomes indicate a 
definite conceptualization of the robustness and efficiency 
of the proposed method in recognizing threats or variations 
in climatic conditions, consequently allowing improved 
diagnosis in an earlier and more precise manner. This study 
prioritizes high-level decision efficiency over low-level 
physical signal analysis. Future work will integrate physics 
informed ML to capture effects like turbulence and 
polarization shifts under extreme environmental conditions. 
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