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approach to anomaly detection in computer programs
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Abstract. The growing sophistication of cyber threats and the limitations of traditional intrusion detection systems (IDS) have led researchers
to explore biologically inspired models. One promising approach involves the application of artificial immune systems (AIS), which mimic the
self/nonself discrimination mechanism of biological immune systems. In this paper, we propose an IDS based on the negative selection algorithm
(NSA), enhanced by a novel modification involving intercellular receptors (ICRs). This dual-receptor architecture improves detection accuracy by
targeting both standard and intercellular anomalies in program code. We present a mathematical model of the system, describe its implementation,
and evaluate its performance across three key metrics: detection rate, memory efficiency, and processing speed. Experimental results demonstrate
that the modified NSA with ICRs matches or outperforms existing methods, achieving an average detection accuracy improvement of 8.1%.
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1. INTRODUCTION

Over the past few decades, the prevalence of computers and
computer networks in the public space has initiated a challenge:
ensuring their security against a multitude of cyber threats. In-
trusion detection systems (IDS) have emerged as a line of de-
fense, aimed at identifying and eliminating potential infections
that compromise the integrity of these systems. However, with
the evolving nature of malicious attacks and the increasing com-
plexity of computer programs, there is a growing demand for
innovative approaches that can effectively counter these emerg-
ing threats.

In recent years, researchers have turned to artificial immune
systems (AIS) for inspiration in designing IDS solutions that
mimic the powerful defense mechanisms of biological immune
systems. An important concept within the domain of AIS is the
negative selection algorithm (NSA), which draws upon the prin-
ciples of self/nonself discrimination to identify anomalies. By
constructing a set of binary strings called receptors (or detec-
tors), the IDS can then compare them against monitored soft-
ware fragments, aiming to detect deviations that may indicate
the presence of an intrusion. Information on the fundamentals
of IDS based on AIS can be found in [1-6]. These foundational
studies have paved the way for more advanced systems discussed
in [7-14].

1.1. NSA approach review

Approaches based on NSA have become very popular when it
comes to the task of detecting intrusions. Ji, Dasgupta [15] im-
proved NSA with variable-length detectors (V-detectors). These
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detectors, thanks to their varying length, better “plug” the holes
created during generation. Their research showed that the algo-
rithm performance improved without a large increase in com-
plexity. In [16], a MILA (multilevel immune learning algorithm)
system was proposed, which combines the use of NSA with
receptor expansion via a clonal method and dynamic receptor
generation in a unified solution. Li ez al. [17] proposed FB-NSA,
a variant of NSA which has two types of receptors: constant-
sized receptors (CFB-NSA) and variable-sized receptors (VFB-
NSA). Bejoy et al. [18] developed a generic framework for an
artificial immune system for detecting anomalies, addressing
the problems of overlapping and holes. In [19], a multiclass
anomaly detection algorithm hybridizing NSA and the clonal
selection algorithm (CSA) was proposed. In [20], the authors
proposed a real-valued NSA based on hierarchy division (HD-
NSA). In [21], the NSA was used to detect unknown malware
in the Internet of Things (IoT) environment. In [22], a com-
prehensive review of the recent use of the NSA was provided.
A local intrusion detection system based on NSA was proposed
in [23-27]. The NSA can also be used not only for malware
detection but also, for example, for steganography, which has
been described in [28, 29]. A combination of the blockchain
and artificial immune systems is also viable [30]. Application
of the principles of artificial immune systems is also possible in
areas other than intrusion detection. Xuan et al. [31] proposed
the artificial-immune-based AIDE algorithm to solve the dis-
tributed heterogeneous flexible flowshop problem (DHFFP) in
the steel production process.

Broadly, these contributions address three recurring chal-
lenges: improving coverage of the nonself space (V-detectors,
FB-NSA, HD-NSA), managing resource usage and detector gen-
eration cost (MILA, generic AIS frameworks), and adapting
NSA to specific domains such as networks, IoT, or industrial
optimization. However, almost all of these approaches operate
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on contiguous feature regions. They do not explicitly model sub-
tle modifications that arise between adjacent memory cells in
compiled program code — a scenario where byte-level anomalies
may span across cell boundaries and therefore evade receptors
that only observe aligned fragments.

To address this gap, this paper proposes an enhancement to
the NSA that introduces intercellular receptors (ICRs), enabling
the system to monitor regions between memory cell boundaries.
The ICR mechanism is designed to increase detection accuracy
for small, non-aligned binary anomalies while preserving perfor-
mance efficiency, particularly in low-memory or time-sensitive
environments.

1.2. The aim of the work

This paper proposes an IDS that utilizes the potential of the
NSA to detect infections (modifications) in computer programs.
The system enhances detection capabilities by incorporating a
custom modification of the algorithm. Through the use of an
additional set of intercellular receptors (ICR), the proposed IDS
identifies modifications in computer programs with increased
accuracy. The paper is organized as follows. Section 2 presents
the mathematical principles of the algorithm. Section 3 de-
scribes the implementation of the intrusion detection system.
Section 4 outlines the proposed algorithm modification. Sec-
tion 5 provides experimental results and comparisons with ex-
isting solutions. Finally, Section 6 concludes the work.

2. MATHEMATICAL MODEL
2.1. The negative selection algorithm

The NSA is an algorithm inspired by the human immune sys-
tem’s ability to distinguish between self and nonself cells. NSA
is a type of machine learning algorithm used in anomaly de-
tection applications, such as intrusion detection systems. NSA
works by generating a set of receptors that can recognize non-
self (anomalous) patterns. The receptors are trained on a set of
self (normal) patterns, which represent the typical behavior of
the system being monitored. The self patterns are usually rep-
resented as strings of bits, and the receptors as subsets of the
possible strings. The receptor set typically covers most of the
nonself (anomalous) patterns. In the intrusion detection context,
NSA generates a set of receptors, R, based on the normal be-
havior of the system. It then compares the current version of
the monitored data with the receptor set to identify anomalous
behavior. When a match is found between a receptor and mon-
itored data, the algorithm flags it as anomalous. The proposed
IDS algorithms are based on NSA principles, which are formally
described in the following subsections.

2.2. Binary string representation of self and nonself
patterns

The goal of the method is to find a receptor set R that matches
as many of the nonself strings in N as possible, without match-
ing any of the self strings in S. The sets of binary strings and
their relations are depicted in Fig. 1. Given an /-dimensional
Hamming space Z; = U, where [ is a parameter that defines the

U f(a) = TP

N>
AN

f(a) = TN

f(a) = FP f(a) = FN
Fig. 1. The sets of binary strings and system prediction results f(a) for
a given binary string a (dots).

length of a cell (i.e., a self string), and a given set of self strings
S € U, the set of string-receptors R C U satisfying the condition
of “self-nonself recognizability” should be constructed. For the
purpose of clarity, the strings which do not satisfy this condition
are denoted R’ C U, and are called rejected receptor candidates.
For a given parameter m < [, called the threshold of activation,
and for any string a € U, let us define a'*) as an m-element
subsequence of the string a starting from position k. The first
part of the condition (“self”’) can be formulated in the following
way:

VseS,reRke{l,...l—m+1}:rkm 5 gkm (1)

This means that no receptor will be activated when paired with
one of the self strings. The corresponding “nonself” condition
for a given set of nonself strings N C U can be formulated as
follows:

VaneN,3reRke{l,...[—m+1}:rkm = pkm ()

This means that each nonself string n activates at least one recep-
tor. In view of the formation of a proper relationship between the
effectiveness of protection and its cost, it is postulated that the
condition of self/nonself recognition is satisfied for the smallest
possible set R and the largest possible set N.

2.3. The outcome of the system

Let f(a) be the outcome function of the system, where a € U is
a binary string tested for anomalies. Then:

TP ifa e N,3r e R:match(r,a)
FP ifa e€S,3r € R: match(r,a)
TN ifa€S,dr e R:match(r,a)
FN ifa e N,#r e R: match(r,a)

fla)= (3)

The match between a receptor r and a tested string a is de-
noted match(r,a). The system uses receptor set R to predict
whether the tested string is anomalous. The prediction can be
either a negative (“N”, no anomaly) or a positive (“P”, anomaly
predicted). According to f(a), whenever the system predicts
correctly it reports a true result (“T”), and a false result (“F”)
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otherwise. Thus, the system reports a true positive (“TP”’) when
it predicts an anomaly and the prediction is accurate. Similarly,
the system reports a false positive (“FP”’) when it predicts an
anomaly but the prediction is wrong, i.e., the tested string be-
longs to S. In case a tested string is predicted to be a normal
(self) string, and is indeed a normal string (belongs to S), then
the system outcome is a true negative (“TN”). In case of an in-
complete training set, false negatives (“FN”’) may occur. This is
when the system incorrectly predicts that the tested string is nor-
mal (self), when it actually belongs to N. The incompleteness
of the training set implies R” # 0.

3. THE INTRUSION DETECTION SYSTEM

The proposed IDS setup has been depicted in Fig. 2. It comprises
several components: a monitored directory (MD), a receptor set
(R + Ry), a receptor generation unit (RGU), an anomaly detec-
tion unit (ADU), a control unit (CU), and interface blocks (I/F).
The MD is a directory containing programs to be scanned cycli-
cally by the IDS for possible infections. For instance, in Win-
dows, the C:\Windows directory houses important executable
files required for the operating system to function. This direc-
tory could become the monitored directory in a practical setup.

Receptor
<:> generation (:::)
unit

| | File system
File system / i; / or RAM

F L uni F
Monitored <‘J‘> Control unit RteceRptg
directory M @ Seis K, Ri

D R

Anomaly
detection
unit

K= K=

Fig. 2. A diagram of the proposed intrusion detection system

The main unit of the system is the CU. It is responsible for
invoking the RGU first (which generates the receptors) for each
monitored file in the MD, and subsequently invoking the ADU to
scan for anomalies using the generated receptors. The sets R and
Ry represent receptors specific to each program in the MD. These
sets can be placed in either volatile or non-volatile memory,
according to the administrator’s preference. The I/F blocks allow
for adaptive operating-system-based communication between
the IDS, the MD, and the read/write operations for R and Ry.

The RGU utilizes two methods for generating the receptors: a
template method (without our modification) [32], and a modified
method that employs intercellular receptors to detect anoma-
lies between program cells - henceforth referred to as the ICR
method.

The term activation refers to an event in which a receptor
candidate matches a self program fragment (during generation)
or when a receptor matches an anomaly during anomaly detec-
tion. In the former case, the receptor candidate is disregarded
from further use. In the latter, the receptor is exhibiting desired
behavior.
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In Fig. 3, an example of a match between a self fragment
and a receptor candidate is shown during the process of recep-
tor generation in RGU. The receptor candidate in this case was
C68D040Ah, and it was compared to the 4-byte memory cell un-
der the address 19FC58h. The self fragment under that address
was 3B6D0418h. It can be seen that by shifting the activation
window by k = 11 bits, a match of m = 16 consecutive bits was
found. This means that the receptor candidate was activated for
this pair of compared values and was therefore disqualified from
becoming a valid receptor, as it matched a self fragment.

An activation in the ADU indicates that an anomaly has oc-
curred, because activation can only take place between self frag-
ments and receptors. This event is reported in the logs of the
IDS.

4. THE MODIFICATION OF THE NSA ALGORITHM
4.1. The motivation

Let us consider a scenario where modifications (anomalies) oc-
cur in a computer program. Machine code is the language used
to write computer program instructions that are contained in
executable files. A typical executable program in the operating
system has its instructions presented as shown in Fig. 4. The
addresses of the individual bytes of these instructions in the file
are split into a base part and an offset to make them easier to
read/locate. To make up a specific address, these parts must be
added together. For instance, at base address 19FC50h + offset
Oh (that is, 19FC50h), a byte with value 08h is present, and at
base address 19FC60h + offset Dh (that is, 1I9FC6Dh), value
C7h resides.

Let us consider a scenario where a small-size anomaly occurs
between self program fragments of length [ = 32 (4 bytes), as
shown in Fig. 5. To enhance the readability of the figure, the self
program fragments have been marked using thick borders. The
anomaly introduced by an intruder is marked in red and bold
font, and the resulting potential 16-bit intercellular fragment is
colored orange. Since the program’s self fragments always have
the same length as the receptors (in this case, [ = 32), itis possible
that this specific anomaly (the value in red with effective value
7A8Ch) may not be detected by any 32-bit receptor — either at
19FC60h, where the modified digit Ah is missed, or at 19FC64h,
where the modified digit 8h is missed.

4.2. The modification

The problem of detecting small-size anomalies between self
program fragments, described above, motivated the proposed
modification to the NSA.

To increase the coverage of the nonself string space, we pro-
pose a modification of the NSA algorithm that deploys addi-
tional smaller receptors called intercellular receptors (ICRs).
Given the sets S and N, the intercellular receptor set Ry € U can
be constructed. Ry is an additional (auxiliary) receptor set which
is generated using a second set of parameters: /;, the length of
the receptors in Ry, and m, their activation threshold. As with
R, the construction of Ry similarly relies on the condition of
“self-nonself recognizability”. For a given parameter mjy < Iy,
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Offset
Base 0/1/2|3, 4|5/ 6|7, 8|9 A  B|C|D|E|F
0019FC50 | 08 |DA| 37 |DD| 74 | FF| 55 2D 3B| 6D | 04|18 86| 06|11
0019FC60 | 67 | F9| 82| 72| 1Cc| 067BE | EO0|85|C2|E8|DB| 03| CTNNED | FE
0019FC70 | 7A| 50 | D1 | 9B 2B|4F |8B|FC|2C|2E |16 |E5| 34 | FB
Self fragment of the program (hex) I 3 B 6 D 0 4 1 8
Self fragment of the program (bin) { 0011 1011 0110 1101 0000 0100 0001 1000
Receptor candidate (bin) | 1100 0110 100 1101 0000 0100 0000 1010 |
Receptor candidate (hex) ’ C 6 81 D 0 4 0! A ]
1 1 \ N
3 k=11 e m =16 ) E
1 1
! =32 '

<
<«

» |
»

Fig. 3. An example of a match between a self fragment and a receptor candidate during receptor generation. The red outline shows the 16-bit
match found by shifting the activation window across the self fragment (3B6D0418) and the receptor candidate (C68D040A) by 11 bits. Matching
values are shown in both hexadecimal and binary for clarity

Offset
Base 0/|1(2|3|(4|5|/6|7|8|9|A|B|C|D|E|F

0019FC50|08|DA|37|DD|74 |FF|55|3D|3B|6D|04|18|D5|86|06|11
0019FC60|67|F9|82|72|1C|06|BE|E0|85|C2|E8|DB|03|C7 |FD|FE
0019FC70|7A|50|D1|9B|FA|2B|4F|8B|FC|2C|2E |16 |E5|34|FB|06

Fig. 4. A segment of memory showing program instructions (machine
code) as hexadecimal values

Offset
Base 0(1(/2|3|(4|5/6|7|(8|9 A|B|C|D|E|F

0019FC50|08|DA|37 |DD|74 |FF|55|3D|3B|6D|04|18|D5(|86/06|11
0019FC60|67|F9|82|7A|8C|06 |BE|E0|85|C2 | E8|DB|03|C7|FD|FE
0019FC70|7A|50|D1 | 9B|FA|2B|4F|8B|FC|2C|2E|16|E5|34|FB|06

Fig. 5. A memory segment containing a subtle anomaly introduced

between two 32-bit self fragments, at address 19FC63. Self fragments

are outlined in thick borders for visibility. The injected anomaly is

shown in red, and the resulting 16-bit intercellular fragment - used by
the ICR mechanism - is marked in orange

and for any string b € U, let us define b*1) as an m-element
subsequence of the string b starting from position k. The “self”
part of the condition can be formulated as follows:

VseS,reR,ke{l,...lj—mr+1}: plome) 4 g(kmr) ()]

This ensures that no auxiliary receptor will be activated when
compared with one of the self strings. The “nonself” condition
for a given set of nonself strings N € U can be expressed as:

VneN,3r eRyk e {1,....I[; —my+1} : ptom) = p(km) = (5)

Ry is generated by RGU during the receptor creation stage
based on the program fragments located between the 32-bit self
program cells. The parameters used to discuss the modification
are [ =32 and m = 16. Figure 5 shows, using thicker borders, the
locations of 16-bit program fragments used to generate the Ry
set. The Ry set has its own parameters, [; and my, analogous to
[ and m. Each 16-bit intercellular fragment consists of the least
significant byte of the original 32-bit fragment, which becomes
the most significant byte, and the most significant byte of the
next 32-bit fragment, which becomes the least significant. For
example, a 16-bit intercellular fragment of EO85h was created
at address 19FC67h, and a fragment of FE7Ah was created at
address 19FC6Fh.

The Ry set is used by ADU at the anomaly detection stage to
check for anomalies between [-bit cells. However, it is impor-
tant to note that the Ry set is only suitable for verifying /;-bit
intercellular fragments, similar to the receptor set R, which is
only suitable for scanning /-bit consecutive program fragments.
The inclusion of the Ry set in the detection process increases
the probability of detecting an infection. The positive effect of
the inclusion of Ry on detection rates will be demonstrated in
the next section, as well as drawbacks.

5. EXPERIMENTAL STUDIES

5.1. Methodology

The IDS, along with the ICR method, was implemented and
thoroughly tested for a wide range of input parameters. For test-
ing, the IDS was implemented in C++ and compiled using the
MSVC compiler included in the Visual Studio 2019 integrated
development environment. All tests were conducted on a work-
station with the configuration listed in Table 1.
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N

www.czasopisma.pan.pl P N www.journals.pan.pl

.

An evaluation of an artificial immune system based approach to anomaly detection in computer programs

Table 1
Test workstation configuration

Operating system Windows 10
OS architecture 64-bit

CPU Intel Core 19-10900K
CPU clock 3.7GHz
CPU core count 10

Threads per core 2

RAM size 16 GB
Non-volatile storage type NVMe SSD

A folder named ids was created on the C partition containing
the operating system. This location was set in the intrusion
detection system as the location to monitor (C:\ids). Since IDS
monitors all files in the given folder, it was necessary to obtain
a file to monitor. To achieve this, a sample program was written
in C++. This program was also compiled using Visual Studio
2019 environment and MSVC compiler. The properties of the
monitored program can be found in Table 2.

Table 2
Monitored file properties
File name test.exe
File size 9216 B

Program format ‘Win32 Portable Executable (PE)

Target platform 32-bit

IDS testing is based on changing input parameters and check-
ing the effects on the system. Changing the input parameters
affects the system’s performance characteristics, which makes
several evaluation criteria worth noting. The main three evalua-
tion criteria are:

1. The criterion of maximization of detection rate — assuming
that an important aspect of IDS operation is to achieve the
maximum detection rate of anomalies, even at the expense
of memory occupancy or speed.

2. The criterion of memory occupancy minimization — assum-
ing that an important aspect of IDS operation is to achieve
a low occupancy of non-volatile or working memory.

3. The criterion of maximizing speed of operation — consider-
ing the shortest possible execution time of the algorithms as
an aspect more important than the other two.

Figure 6 illustrates the relationship between the evaluation
criteria. An IDS user may assume that they are interested in
the highest possible anomaly detection. By nature, this is likely
to result in higher memory usage and/or slower system perfor-
mance. Similarly, prioritizing another criterion may negatively
impact other results.

The evaluation process for a single test is shown below as a
list of steps:

Bull. Pol. Acad. Sci. Tech. Sci., vol. 74, no. 2, p. €157325, 2026

Detection
rate

Algorithm
speed

Memory
occupancy

Fig. 6. The relationship between the main criteria for evaluation
of the performance of the IDS

1. Save a backup of the test.exe file,

2. Select new [,m (W) and new I;,m; (P),

3. Generate new receptor sets for test.exe: R for W(/,m) and
Ry for P(I;,my),

4. Inject a single 4-byte anomaly into test.exe at a random
location,

5. Run the anomaly detection unit,

6. Restore the test.exe file from the backup,

7. Repeat steps 4—6 ninety-nine more times for a total of 100
detection attempts,

8. Repeat the entire process from step 2 until all W and P
variants have been evaluated.

The test range L of receptor length [ was:
L={16,17,18,...,32},l € L.
The test range M of activation threshold m was:
M={8,9,...,12},m € M.

The length of the intercellular receptors I; was set to 16, as
this was the lowest possible number of bits covering the full
extreme bytes of adjacent memory cells (2 - 8). The test range
for the activation threshold of m; intercellular receptors was:

M = {8,9,10,11},m; € My.

All combinations of I, m, [;, m; must be tested, so the number
of tests performed was:

IL|- M| [My| = 17-5-4 = 340.

Since including all 340 test results is not practical for a jour-
nal paper, 10 tests were selected for each criterion to represent
the broader results. For each criterion, the tests were sorted
by specific columns. The columns in the results are as fol-
lows: # — test number, W — the values of [ and m, P — the
values of I; and mj, TP% — true positive ratio for the non-
modified method, TPI% — true positive ratio for the modified
ICR method, G% — gain of true positive ratio over the non-
modified NSA method, Rm —number of non-modified receptors
in the R set in memory, Rmjcg — number of receptors in the
ICR receptor set Ry, Rmr — total number of receptors in mem-
ory, Rm7% — the ratio of total receptor memory occupancy to
program size, TGt — template generation time [ms], RGt — re-
ceptor generation time [ms], RIGt — intercellular receptor set
generation time [ms], Gt — total generation time [ms].
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5.2. The criterion of detection rate maximization

The criterion for maximizing detection rate involves achieving
the highest possible 7 P1%. The results are shown in Table 3. The
test results are sorted first by the highest 7 PI% value, followed

Table 4
Test results when considering the minimization of memory occupancy

#| w | P |TPI%]|G%

m ‘ Rmy ‘ Rmr ‘ Rm%

by the lowest memory occupancy (Rm7%). 1124911638 81 3 1279] 26 | 305 33
21 24,9 | 16,9 76 7 279 | 194 | 473 5.1
- Tables . 30209 [1610] 8 | 4768|5459 64
Test results when considering the maximization of detection rate
4 127,10 | 16,8 77 0 | 645 0 645 7
’ # ‘ w ‘ P ‘ TP% | TPI% | G% | Rmt% ‘ 5120,10| 16,8 | 82 | 0 [700| 0 | 700 | 76
1 20, 10 16, 10 86 95 9 13.3 6 (29,10 16,9 77 1 [693| 10 | 703 7.6
2 21, 11 16, 10 91 95 4 24.6 7 120,10 | 16,9 80 1 |700| 46 746 8.1
3 32,10 16,9 93 95 2 27.4 81 32,9 | 16,8 86 0 | 684 72 | 756 8.2
4 17,12 16, 8 95 95 0 54.9 9| 16,8 | 16,10 87 67 | 24 | 762 | 786 8.5
5 17,12 16, 10 95 95 0 56.1 10 16,10 | 16,8 84 0 |762| 24 | 786 8.5
6 28,10 16, 10 89 94 5 21.8
7 32,10 16, 8 94 94 0 24.5 method improved detectability most effectively at low memory
occupancies, making it particularly attractive for this use case.
8 31, 10 16, 11 78 94 16 329 . .
Based on the results, it can be inferred that the ICR method
9 30,10 | 16,11 o1 94 3 373 outperformed the unmodified method, with the greatest increase
10 | 18,10 | 16,11 51 93 42 21.4 in detectability occurring around test 57.

Figure 7 depicts a plot of true positive ratio (7' PI%) and ICR
gain (G %) as a function of test number and W for the detection
criterion. The results suggest that the ICR method achieves the
best results at even values of / and for values of m less than
or equal 10. For m > 10, in tests 1-3, 42-45, 74, 101-105, an
increase in detection rates can be observed, especially for values
of [ divisible by 4. Higher gains were obtained for m < 10: The
ICR method pays off for even values of the parameter / with the
lowest possible parameter m and the highest possible parameter
my (not depicted to reduce clutter).

TPI1%, Gain% as a function of test number, W

J\/‘\ PRI PP 1TIA J\.'Jq

Fig. 7. True positive intercellular ratio [%] and Gain ratio [%] as a
function of test number and W — the criterion of maximization of
detection rate — all 340 records

5.3. The criterion of minimization of memory occupancy

The criterion for minimization of memory occupancy is to pri-
oritize the lowest possible Rm% parameter while maintaining
acceptable detection parameters as defined by the user. The re-
sults are shown in Table 4 and are sorted first by the lowest
Rm1% value.

Figure 8 shows the test results for the memory occupancy
minimization criterion. The test results indicate that the ICR

RMemTotal%, Gain% as a function of test number, W

MWW il

=gl Wl

Fig. 8. Receptor memory occupancy relative to program size [%] and
intercellular detection rate gains [%] as a function of test number and
W — the criterion of memory occupancy minimization

5.4. The criterion of maximizing program speed

The criterion for maximizing speed is to achieve the fastest
possible receptor generation (lowest Gt) while maintaining a
detection rate of at least 75%. It is assumed that the execution
time of the generation algorithm should not exceed 2 seconds.
The results are shown in Table 5 and are sorted first by the lowest
value of Gt.

Gt [ms], Gain [%] as a function of test number, W
2000 100
1800 V| 1
w AR
100 f ‘\‘ | U\‘ \\ lﬁ
e= |l
= 1000

800

Gt

\‘ N\ I

I |
” HH"H‘ M I \H

Fig. 9. Total generation time [ms] and intercellular detection rate gains
[%] as a function of test number and W — the criterion of maximization
of program speed
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Table 5
Test results when considering the maximization of program speed

Table 6
Sample records from the Iris flower dataset

’ # ‘ Sepal len. ‘ Sepal width ‘ Petal len. ‘ Petal width ‘ Species

L # | w | P |1P19% | G% | Rmro | TGt | RGt | Gt |
11681610 87 [67] 85 [22] 3 [%
2 (2581611 75 | 75 | 199 [ 24 | 1 |53
3 (17,8 |16,11| 8 | 84| 14 | 16 | 0 |58
4 [20.8]1611] 84 |84 | 2220 [ 29 1 |63
5 (27,8 16,11| 8 | 85 | 215 | 27 | 1 | o4
6 [32,8]16,10| 8 | 50 | 132 | 47| 3 |65
7 19,8 16,11 8 | 8 | 15 | 20| 0o |66
8 [31,8 1611 | 8 | 87 | 232 | 31 | 0 |67
9 (26,8 16,11 | 8 | 85 | 224 | 28 | 4 |70
10]24.816,10] 76 | 65| 95 | 37 | 4 |71

Figure 9 shows the test results for the speed maximization
criterion. It can be seen that the ICR method produced up to an
87 percentage point increase in detection rate, with generation
times as low as 52 ms. This confirms that the ICR method is
suitable for use with this criterion.

5.5. Comparison with other solutions

The primary evaluation of the proposed IDS in this work is
carried out on compiled program binaries, where controlled
anomalies are injected into an executable and detection rates,
memory occupancy and program speed are measured. This set-
ting reflects the intended deployment scenario: host-based, static
analysis of program files. In addition to these domain-specific
experiments, we also wished to compare the ICR-enhanced NSA
against several well-known NSA variants under identical condi-
tions, focusing on algorithmic properties such as false positives
and receptor counts.

There is currently no widely adopted benchmark dataset for
static, binary-level program anomaly detection. Following com-
mon practice in the AIS and NSA literature, the classic Iris
flower measurement dataset was used as a pattern-recognition
benchmark for this comparative study, treating each species in
turn as the “self” class. The experiments in this subsection
should be interpreted as algorithmic comparisons, as they illus-
trate how the ICR modification behaves relative to other NSA
variants on a standard classification task. The dataset contains
50 records for each of the three species of Iris flower: Iris se-
tosa, Iris versicolor, and Iris virginica. Each record contains four
values of flower petal measurements and information about its
species. This set was chosen to compare the performance of
IDS with other solutions. Table 6 shows sample records from
the dataset. To ensure compatibility with IDS, this collection
was stored as a sequence of 32-bit floating-point numbers.

The algorithms chosen for performance comparison were
NSA-R (where receptors are selected randomly), NSA-T (where
receptors are selected using templates), MILA (multilevel im-
mune learning algorithm), V-detector, FB-NSA, and the ICR
algorithm, which includes our proposed modification. The num-
ber of receptors to be generated for the NSA-R and MILA al-
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1 5.1 3.5 1.4 0.2 I. setosa
2 4.9 3.0 1.4 0.2 I. setosa
3 4.7 3.2 1.3 0.2 I. setosa
4 4.6 3.1 1.5 0.2 1. setosa
5 5.0 3.6 1.4 0.3 I. setosa

gorithms was set at 1000, with the MILA algorithm containing
1000 T-type receptors and 1000 B-type receptor groups due
to its design. It was assumed that the parameter m (activation
threshold) for the algorithms was 6, and the parameter [ (recep-
tor length) was, in the case of the ICR method, tested in the
range {16, 17, ..., 28}. The parameter /; (length of intercellular
receptors) for testing was set to a value of 16, and the value of
my (activation threshold of intercellular receptors) was tested
over the range {2, 3, ..., 8}. The parameters tested were T P%
(average true positive ratio), F'P% (average false positive ratio),
and Rn, the average number of receptors in the R set (and in the
case of the ICR algorithm, the union of the R and Ry sets). The
ICR algorithm was trained for each flower species separately.
The algorithm was first trained using all records of the Iris setosa
species, and then tested on 100 random records from the other
two species. The results were recorded, and then the algorithm
was retrained using only 50% of the records of the Iris setosa
species. The 100 tests were run again, the results were recorded,
and then the whole procedure was then repeated for the Iris
versicolor species, and so on until all three species were tested.
The same assumptions were made for the other algorithms. Ta-
ble 7 shows the performance of the algorithms for each flower
species.

Table 7
Comparison with other solutions for Iris setosa
Dataset Algorithm ‘ T P% FP% Rn ‘

NSA-R 100 0 1000
NSA-T 87.18 0 77.95
MILA 95.16 0 1000

Iris setosa 100%
V-detector 99.98 0 20
FB-NSA 100 0 83
ICR 94.84 0 111.3
NSA-R 100 11.18 1000
NSA-T 97.44 6.1 91.46

. MILA 94.02 8.42 1000

Iris setosa 50%
V-detector | 99.97 1.32 16.44
FB-NSA 100 2.76 76.97
ICR 98.17 6.7 124.81
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For the full training set of Iris setosa, it can be observed that
the NSA-R and FB-NSA algorithms achieved 100% detection.
However, in the case of NSA-R, this result was achieved by plac-
ing as many as 1 000 receptors in memory. The ICR, MILA, and
V-detector algorithms achieved detection rates of over 90%. It
should be noted, however, that the MILA algorithm generated
1000 receptors but showed lower detection than NSA-R, mak-
ing it the least viable for this dataset and configuration. The V-
detector algorithm achieved a detection rate of 99.98% with 20
generated receptors. The ICR method was able to detect anoma-
lies 94.84% of the time with an average of 111.3 generated
receptors. For this dataset, it ranks fifth in detection and fourth
in terms of receptor count. However, the results are comparable.
It is noteworthy that none of the methods falsely detected any ab-
normalities. This is due to the complete training of the negative
selection algorithm, which is only possible with full knowledge
of the self-pattern set. The situation changed when the training
data was limited to 50% of the Iris setosa records. The detection
rates of all methods except MILA increased. However, due to
the limited training data, not all records were classified as self
fragments. This led to false classification of Iris setosa records
as nonself. The FP% was 11.18 for the NSA-R algorithm. The
best performer in this test was the V-detector, which achieved
a low FPY% of 1.32. The ICR algorithm, despite achieving a
98.17% detection rate in this test, showed a rather high receptor
memory occupancy compared to other methods.

Table 8
Comparison with other solutions for Iris versicolor
Dataset Algorithm ‘ TP% | FP% Rn ‘
NSA-R 95.67 0 1000
NSA-T 82.05 0 76.82
Iris versicolor MILA 84.37 0 1000
100% V-detector | 8595 | 0 | 153.24
FB-NSA 92 0 299
ICR 88.27 0 110.24
NSA-R 96 222 1000
NSA-T 93.19 | 155 95.72
Iris versicolor 50% MILA 8446 | 196 1000
V-detector | 88.3 8.42 | 110.08
FB-NSA 95.17 | 10.52 | 282.61
ICR 97.9 16.1 | 129.14

When the training set was the full Iris versicolor set (Table 8),
the detection rates of all algorithms decreased slightly compared
to the previous species. The smallest decrease in detection rate
occurred with the NSA-R method (4.33 percentage points). In
comparison, the detections of the NSA-T, MILA, V-detector,
FB-NSA, and ICR algorithms decreased by 5.13, 10.79, 14.03,
8 and 6.57 percentage points, respectively. The ICR algorithm
achieved a detection rate better than that of the NSA-T, MILA

and V-detector algorithms, but generated fewer receptors only
compared to the MILA and V-detector algorithms. The highest
detectability was achieved by the FB-NSA algorithm, which
reached 92% detection. Its execution, however, resulted in the
generation of 299 receptors. More efficient in this regard was the
proposed ICR algorithm, which created only 110.24 receptors
on average, achieving a detection rate just 3.73 percentage points
lower. With 50% of the Iris versicolor data, both false positives
and detection rates increased, as seen with the previous species.
The algorithm that achieved the best detection in this test was
the proposed ICR algorithm. Tests showed that this approach
resulted in the detection of 97.9% of anomalies, which was
almost 2 percentage points higher than the second-best NSA-R
algorithm. This improvement is notable given that the average
number of receptors was 129.14, and in the case of NSA-R, 1000.
The NSA-T and V-detector algorithms achieved lower receptor
numbers, but also lower detection rates. The MILA method
proved to be one of the least effective in this test, achieving a
detection rate of 84.46% with 1000 receptors.

Table 9
Comparison with other solutions for Iris virginica
Dataset Algorithm ‘ TP% ‘ FP% Rn ‘
NSA-R 90.38 0 1000
NSA-T 79.49 0 80.15
o MILA 75.75 0 1000
Iris virginica 100%
V-detector | 81.87 0 218.36
FB-NSA 94 0 207
ICR 94.1 0 115.32
NSA-R 97.18 | 33.26 1000
NSA-T 90.91 | 25.39 97.72
o MILA 88.96 | 24.98 1000
Iris virginica 50%
V-detector | 93.58 | 13.18 | 108.12
FB-NSA 95.78 | 16.64 | 194.37
ICR 96.08 28 132.88

For the full set of Iris virginica (Table 9), it is noteworthy that
among those tested, the ICR algorithm again achieved the best
detection rate. The intercellular receptors used in this algorithm
helped increase the detection rate relative to the NSA-T method
by 14.61 percentage points, yielding an average detection rate
of 94.1 T P%. It is worth noting that the FB-NSA algorithm had
a comparable detection rate of 94% but required nearly twice
the receptor memory. In this case, the ICR algorithm generated
an average of 115.32 receptors per test, while the FB-NSA algo-
rithm generated 207. The other methods achieved TP% values
ranging from 75.75 to 90.38. The only method that generated
fewer receptors than ICR was the NSA-T method, which used an
average of eighty receptors. With only 50% of the Iris virginica
data used for training, high FP% values were observed, reach-
ing up to 33.26 in some algorithms. The algorithm that reached
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this ceiling was NSA-R. The reduction of self fragment data
had the least impact on the V-detector and FB-NSA algorithms,
which achieved F'P% values of 13.18 and 16.64, respectively.
The T PY% rate for FB-NSA was 95.78, while the ICR algorithm
achieved a TP% 0.3 points higher. The FB-NSA method had
a lower false alarm rate than ICR, but this came at the cost of
significantly more receptors in memory.

5.6. Evaluation with VirusShare malware fragments

To complement the experiments on synthetic anomalies in
test.exe and the algorithmic comparison using the Iris dataset,
and to gauge the performance of the IDS using a domain-relevant
dataset, additional tests were performed using real malware code
fragments taken from the VirusShare repository. VirusShare is
a large, publicly available collection of malware samples. For
consistency with the rest of the experiments, 32-bit Windows PE
files whose structure is compatible with the monitored program
described in Table 2 were used.

Table 10
Test results for 10 VirusShare malware samples

Sample # TPI1%
1 95
2 94
3 95
4 95
5 95
6 95
7 95
8 96
9 94
10 95

For these experiments, the IDS implementation and test envi-
ronment from Sections 5.1 — 5.4 were used without any changes.
The parameter configuration that maximized detection rate in
Table 3, namely W (20, 10) for standard receptors and P(16,10)
for intercellular receptors, was selected for testing. This config-
uration was used to generate the receptor sets R and Ry from the
original, unmodified test.exe file, as in the baseline experiments.

A set of 10 VirusShare samples was then chosen, each being
a 32-bit Windows PE executable. From the code section of each
sample, 100 random 4-byte fragments were extracted, skipping
any regions that could not be parsed as code. Each such frag-
ment was treated as a candidate anomaly. Following the process
in Section 5.1, these 4-byte malware-derived fragments were
injected into test.exe at random locations, one fragment at a
time, restoring the original executable after each run. In total,
1000 detection attempts were performed with malware-derived
anomalies, logging whether the IDS raised a true positive for
each injected fragment.

Bull. Pol. Acad. Sci. Tech. Sci., vol. 74, no. 2, p. €157325, 2026

The results of this experiment are presented in Table 10.
The ICR-enhanced NSA achieved an overall average detection
rate of 94.9% on malware-derived anomalies, with per-sample
detection rates ranging from 94% to 96%. The results indicate
that the detection rates provided by intercellular receptors are not
limited to synthetic, uniformly random modifications, but also
carries over to byte patterns taken from real malware samples.
At the same time, the overall computational cost and memory
footprint remained comparable to those observed in the synthetic
anomaly experiments, since the receptor sets R and Ry were
generated from the same monitored program and with the same
parameter values.

This experiment focuses on static byte-level modifications
embedded into a single host program. A more comprehensive
evaluation, including packed and obfuscated samples and dif-
ferent host binaries is a potential direction for future work.

5.7. Practical considerations and limitations

The proposed IDS is tailored for real-world settings that pri-
oritize lightweight and efficient anomaly detection. With low
memory requirements and fast receptor generation, it fits com-
fortably in contexts like embedded systems, operating-system-
level file monitoring, and other environments where minimizing
overhead is critical. At this stage, however, the system is con-
fined to static, binary-level scanning of program files; it does
not yet accommodate dynamic detection or runtime analysis.
Furthermore, it is not engineered for network-based intrusion
detection, which limits its role in broader IDS architectures.
Advancing the method to cover runtime and network threats
thus becomes a key direction for future research.

Scalability. The experimental configuration in Tables 3, 4, 5,
and 10 uses a 9216-byte executable and shows that receptor
generation times remain below 2 seconds even for the most de-
manding parameter settings, with many useful configurations
completing within tens of milliseconds. Algorithmically, recep-
tor generation and anomaly checking scale approximately lin-
early with both the number of monitored cells and the number
of receptors in RU Ry, because each receptor inspects a fixed-
size window over the program. This implies that scanning larger
binaries or directories will increase both computation time and
memory footprint proportionally to receptor count. In practice,
this cost can be controlled by tuning I, m, I, my to reduce the
required number of receptors, caching receptors for frequently
scanned binaries, and parallelizing both generation and detec-
tion across files. A full evaluation of large programs and long-
running monitoring workloads is left to future research, but the
results reported in this paper indicate that the ICR modifica-
tion does not introduce any additional bottlenecks beyond those
already present in NSA-based IDS.

False positives and false negatives. The mathematical model
in Section 2 explicitly distinguishes between true/false positives
and negatives, and the receptor generation procedure enforces
the self/nonself constraint in (1), which eliminates any candi-
date that activates on the self set. In the binary-level experiments
on test.exe this means that, under the assumption of a complete
self set for that program, the system does not generate false
alarms on the monitored file; instead, we study how often in-
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jected anomalies are detected (7 P). In realistic deployments the
self set is rarely complete, and (1) can only be enforced with re-
spect to a limited training sample. The algorithmic comparisons
(Tables 7, 8, 9) illustrate this regime: when the training set is
reduced to 50% of the available self data, all algorithms — in-
cluding the ICR-enhanced NSA — start to exhibit non-zero F P%.
These results highlight the usual IDS trade-off: more aggressive
receptor coverage and lower activation thresholds increase the
detection rate, but they can also increase the false-positive rate
when the model of normal behavior is incomplete. The ICR
mechanism fits into this trade-off by expanding coverage be-
tween cells; it can improve 7P but may require careful tuning
of parameters m and m; to keep F P rates acceptable.

Adversarial evasion. Like most signature- and pattern-based
IDS mechanisms, the proposed system assumes that attacks
manifest as localized binary modifications that differ sufficiently
from the learned self patterns. An adaptive adversary may at-
tempt to evade detection by distributing modifications across
more than two adjacent cells so that neither R nor Ry sees an
anomalous subsequence of length m and m;, inserting code
sequences that deliberately mimic frequent self fragments, or
relocating malicious logic to regions of the binary that are not
monitored. The introduction of ICRs makes simple “between-
cell” modifications harder to hide, but it does not make the sys-
tem robust against such targeted evasion strategies. Mitigating
these attacks will likely require combining static ICR-based de-
tection with runtime behavior analysis, or integrating additional
features beyond monitoring raw bytes.

6. CONCLUDING REMARKS

In this paper, we proposed an intrusion detection system (IDS)
based on the negative selection algorithm (NSA) from the do-
main of artificial immune systems (AIS). The proposed inter-
cellular modification of the NSA (ICR) was described in detail
and implemented practically within an operating system en-
vironment. Extensive testing demonstrated that the IDS is an
effective method for detecting program-level anomalies, partic-
ularly when using activation threshold values of m < 10. De-
pending on the configuration, the ICR-enhanced NSA achieved
detection improvements of up to 42 percentage points, with an
average gain of 8.1 percentage points over the standard method,
while also retaining low memory usage and maintaining low
generation time. These characteristics make the system espe-
cially well-suited for applications requiring minimal overhead,
such as embedded systems or OS-level file monitoring. Com-
parisons with other state-of-the-art algorithms showed that the
proposed approach can produce comparable or superior results,
often with fewer receptors and lower resource consumption. Fu-
ture research may include calculating probabilistic bounds for
all 340 tested configurations to better understand detection cov-
erage. We also plan to adapt the algorithms for potential use
with network-level intrusion scenarios, extending the evaluation
to benchmarks such as NSL-KDD and CICIDS2017. This will
allow us to assess the generalizability of the ICR-enhanced NSA
to broader IDS domains.
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